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l. RESEARCH GAP

1. Research context
With the development of the 4.0 era, most companies are implementing

digital transformation to stay competitive (Demirbas et at., 2018; Salunke et at.,
2019). Digital transformation and IT service outsourcing play an important role,
making cybersecurity a major concern as the risk of cyber attacks and data
breaches increases ( Gozman & Willcocks., 2019 ; Makridis & Dean., 2018 ).

Vietnam is developing rapidly in information technology. According to the
International Telecommunication Union (ITU), Vietnam ranks 9th in the world
in terms of the number of people proficient in digital technology with 7.5 million
people. The WIPO report ranked Vietnam 48/132 countries in the Global
Innovation Index 2022, especially in digital technology based on supercomputers,
artificial intelligence (Al) and automation. Currently, the Vietnamese
Government is promoting the construction of a digital government to reform
administration, but there are still many potential risks and challenges regarding

cybersecurity.

In Vietnam, cyber attacks on critical information infrastructures of the
Government and large organizations have become increasingly complex and
dangerous. According to the Ministry of Public Security, every year thousands of
Vietnamese websites are attacked by hackers to steal information and install
malware. In the first 6 months of 2019, more than 2,500 Vietnamese news sites
and electronic information portals were attacked, and hundreds of thousands of
computers were infected with malware. Vietnam ranks 4th out of 10 countries

controlled by botnets.

Cyberspace and cybersecurity are new fields that are evolving faster than
scientific research ( Dawson & Thomson., 2018 ). The field is not only faced with

technological challenges but is also dominated by human behavior. Although



technology experts play an important role, they cannot guarantee that ANM is
completely effective. Humans also play a key role, with more than 70% of
successful breaches of systems or data being caused by human error (IBM Global
Technology Services., 2014; Carlton & Levy., 2015 ).

In February 2023, the HO5 BCA Information Technology Department
discovered a new spyware variant appearing in the BCA's internal computer
network, collecting documents (.doc, docx, xIsx, ppt, pdf) automatically
encrypting files or copying them to external storage devices, searching for
internet connections to transmit collected data to servers located abroad. Hacker
groups have further improved the text editing module to deceive users. This is a
spyware variant that bypasses the recognition mechanism of many anti-virus and

anti-malware software.

According to the recent reports on the situation of functional foods in 2020,
2021, 2022, and 2023 by the Ministry of Public Security, the group of functional
foods is increasing rapidly in both quantity and number of cases; security and
information security attacks by hackers are increasingly diverse in all different
fields and aspects; according to ( Maglaras et al., 2019 ), the main target of cyber
attacks is a country's Critical National Infrastructure (CNI) such as ports,
hospitals, water, gas or electricity producers, which use and rely on Supervisory
Control and Data Acquisition (SCADA) and Industrial Control Systems (ICS) to
manage their production operations. Protecting CNI has become an essential issue

that needs to be considered.

Summarizing the work of protecting state secrets in 2023, the Government
discovered that state secrets were leaked through cyberspace (such as Zalo
network, email, electronic information pages, etc.) by government agencies and
departments, from the central to local levels, unintentionally leaking 3,184
documents, including 2,000 top secret documents; In the first 6 months of 2023,

the Ministry of Public Security discovered the leak of 236 documents containing



state secrets belonging to the Ministry of Public Security and the Ministry of
National Defense transmitted via unencrypted telecommunications lines (226

documents related to national security and defense).

To maintain business operations and protect information in cyberspace,
employee cybersecurity behavior is key (Li et al., 2019). Despite the attention,
research on cybersecurity has not been effectively exploited in countries with
developing economies. In Vietnam, there has been research on cybersecurity but
mainly using interdisciplinary social marketing methods to examine how

employees experience and comply with security initiatives (Pham et al., 2019).

This study will explore the innovation and creativity of IT and
cybersecurity service providers in Vietnam in the context of globalization and
cyberspace. Data will be collected from IT providers, experts, and public sector
employees through structured questionnaires and interviews. The thesis will use
PLS-SEM model to explore the factors affecting employees’ cybersecurity
awareness and behavior, and understand how they deal with IT security threats

and risks.

Ensuring cyber security and national security cannot be done individually
within regions, organizations, agencies, or individuals. Compliance with cyber
security prevention measures must be implemented synchronously nationwide,
from the central to local levels. Therefore, studying cyber security issues in
Vietnam in the current context is necessary to identify systemic and
comprehensive causes. From there, it is possible to propose solutions to ensure
cyber security that are urgent, strategic, and appropriate to national realities. In

which, the human factor also plays a very important role in this process.

2. Research Gap
First, from the overall review of previous studies, it is found that there is a

need for more in-depth research on employees’ CSA and their behaviors in

protecting organizational information systems. However, scholars often focus on



assessing intentions, attitudes, or behavioral likelihood, which may not provide
comprehensive guidance for organizations that want to understand the impact of
security awareness on employee behavior ( Anderson & Agarwal, 2010 ; Herath &
Rao., 2009 ; Johnston & Warkentin., 2010 ; Ng et at., 2009 ; Siponen et at., 2014
; Wu, 2020 ; Li et at., 2019 , 2022 ). Therefore, in this thesis, we will apply PMT
theory, TPB theory, and CT theory to evaluate the impact of CSA on IPM, ISPC,
ATT, and employee information security behavior. CSA will be evaluated
through five main variables of PMT: PS of threat, PV of threat, RE, SE, and PB.
This will make the measurement more comprehensive.

Second, the development of legal policy documents based on international
standards can contribute to the development of a comprehensive information
security culture for each organization (Chen et at.,, 2015). However, the
effectiveness of ANM policies has not yet reached a consensus in current studies.
Some scholars argue that ANM policies do not have a significant effect on
computer abuse intentions and behaviors, including modifying, stealing, or
destroying software and data (D'Arcy et at., 2009; Lee & Larsen., 2009) . Despite
the provision of written policies and guidelines, some employees still ignore or
underestimate the risks (Han et at., 2017; Ifinedo., 2012, 2014; Li et at., 2019).
Given these conflicting results, this paper examines the impact of organizational
ANM policies on employees' ANM perceptions and EPB.

Third, government agencies are increasingly leveraging social media
accounts for crisis management (Guo et al., 2021). However, existing studies
mainly focus on exploring the reasons why people engage with government social
media (GSM) during crises and classifying GSM emergency messaging strategies
(Tang et al., 2021). This highlights the lack of examination of the impact of GSM
on citizens, especially employees. In Vietnam, the Ministry of Information and
Communications has been actively strengthening monitoring, proactively

reviewing and evaluating statistics, promoting propaganda and warnings on mass



media to inform users and avoid the risk of cyberattacks. Therefore, with the
implementation of CT theory as a theoretical framework, the influence of the
GMS approach on employees’ CSA in organizations should also be more

carefully examined.

Public organizations and enterprises in Vietnam are gradually digitizing
and actively pursuing digitalization policies to optimize the circulation and
storage of information. However, the lack of comprehensive government policies,
decrees and circulars to coordinate technical infrastructure among agencies and
organizations from the central to local levels has forced these agencies to install
computer systems and networks independently, based on their available
knowledge and budget. This approach lacks in-depth assessment of infrastructure
procurement and provision packages, leading to shortcomings in the management
and use of computer systems, posing significant risks to information security.
More importantly, some civil servants, despite having basic knowledge of
cybersecurity, do not comply with agency regulations due to the lack of guiding
regulations, circulars and decrees. This leads to non-compliance such as copying
unverified data using USB drives or using computers against regulations, which
endangers information security in public sector computer systems. Therefore, this
thesis is necessary to provide a solid basis for senior leaders of organizations and
the Government in making strategic decisions on cybersecurity. The study will
help overcome shortcomings in the administration, use and operation of computer
network systems, ensure information security and improve the operational

efficiency of public agencies.

This thesis limits the scope of research related to cybersecurity of

organizations in Vietnam.

3. Reasons for choosing the topic and the urgency of the topic
Maglaras et al. (2019) noted that the main target of cybercriminals (hackers)

today is to attack critical national infrastructures such as ports, hospitals, water,



gas and electricity plants, using SCADA and ICS systems to manage production
activities. Therefore, protecting CNI becomes an essential issue that needs to be
considered. In general, existing cyber security measures are classified according
to legal, technical, organizational, construction, capacity and cooperation aspects.

According to the Global Services Location Index (GSLI) 2019, Vietnam
ranked fifth among the top 50 countries for IT outsourcing services, based on four
key factors: financial incentives, workforce and skills pool, business
environment, and digital resonance. Therefore, the use of Vietnam's IT
outsourcing services is increasingly attractive to both international and domestic
customers thanks to its cost efficiency and professional workforce with high IT
adaptability. Moreover, the business environment for the IT industry in Vietham
has been significantly improved thanks to foreign investments from giants such
as Intel, IBM, Samsung, LG, and Microsoft and innovative startups.

However, along with the strong development of IT services, cybersecurity
has become a real challenge for organizations. Since 2018, Vietnam has
witnessed a series of data breaches and cyber attacks that have disrupted business
operations and negatively affected business results. Incidents such as hackers
blocking VOV radio broadcasts in 2021 and the attack on the national population
database in 2023 are typical examples. Most businesses suffer the consequences
of these cyber attacks, partly due to employees' reckless cybersecurity behavior;
for example, computers are infected with viruses, employees forget to log out of
the system, or click on phishing emails (Ponsard & Grandclaudon, 2020). These
situations stem from employees' lack of awareness and knowledge of
cybersecurity ( Gratian et al., 2018 ).

According to the 2023 State Secret Protection Summary Report of the
Ministry of Public Security, government agencies from central to local levels,
including the Ministry of Public Security and the Ministry of National Defense,
have leaked thousands of documents containing state secrets on cyberspace due

to failure to comply with regulations on IT and ANM security protection. IT crime



groups are increasing in number and diversifying in their methods of operation
on cyberspace, mainly taking advantage of users' lack of vigilance and lack of
understanding of cybersecurity, including civil servants and public employees
(typically, fraud cases through cybercriminals stealing personal social network
users' accounts or bank account information to commit crimes).

In the recent 2024 digital economic forum report to strengthen financial
and banking development in Vietnam, in 2023 there were about 14,000 cyber
attacks and 16,000 online fraud reports, causing economic losses of about more
than 390 trillion VND, accounting for 3.6% of GDP.

Although the legal system and circulars and decrees on cybersecurity in
Vietnam have been issued by the Government, they are still incomplete and
overlap in management and implementation. Legal regulations have not yet
ensured a safe environment in cyberspace for all citizens.

In addition, Vietnam is an emerging economy with high adaptability to
rapid technological change, the government is still struggling to promote the
digital economy while facing threats and controlling cyber attacks. Most
businesses from developed countries invest heavily in cybersecurity due to
concerns about unexpected disasters such as hackers, viruses or software
intrusions, but this activity is very expensive (Dreibelbis et at., 2018).

Although the topic of ANM has received much love and care in many
recent studies, it has not been effectively exploited in countries with developing
economies, especially from the perspective of cognition and behavior in Vietnam.

These reasons have motivated the author to choose this topic as a research thesis.

II. CONTRIBUTIONS OF THE RESEARCH
1.1. Background and importance of the study:

Research adds to our understanding of the impact of GSM on information

security. Although information security behaviors have been extensively



investigated, the impact of GSM is still in its infancy. Previous studies have
examined how individuals are protected from cyber threats with the support of
GSM in both organizational and individual contexts. However, GSM is a
powerful platform for governments and international organizations to raise

awareness and protect the public from cyber threats.
1.2. Focus on actual protective behavior:

The surveys emphasize the importance of employees implementing actual
information security EPBs rather than focusing solely on intentions. Existing
surveys focus primarily on security-related intentions, whereas these surveys
comprehensively measure ISPC, IPM, and EPBs. This provides a better
understanding of the mechanisms through which protective behaviors are

developed and implemented in organizations.

1.3. Impact of GSM:

The findings show that GSM has a positive impact on CSA and IPM. GSM
has both direct and indirect effects on compliance attitudes and EPB. In
particular, IPM plays a mediating role in this relationship, indicating that the use
of GSM can improve employees’ CSA and IPM knowledge in protecting

information security.

1.4. Combining the Protection Motivation Theory and the Propaganda
Theory:

The research integrates PMT theory and CT theory to provide a
comprehensive theoretical framework for ANM. PMT theory has been extended
to include tangible activities, and CT theory provides a better understanding of

how these factors influence EPB in individual and organizational contexts.



1.5. Application of the Theory of Planned Behavior (TPB):

The studies incorporate TPB theory to explore the relationships between
perceptions, attitudes, intentions, and EPB. TPB theory helps clarify how CSA
and IPM perceptions shape ISPC and EPB.

1.6. Application in practical context:

The findings of the study suggest that PP compliance increases CSA,
although the impact on EPB is indirect. This highlights the importance of
integrating security policies and resources into workplace culture to promote
employee safety behaviors. In addition, the study explores the impact of

knowledge acquisition through GSM on the antecedents of CSA.

1.7. Comparison with previous investigations:

These studies add to the body of knowledge by providing theoretical
explanations for the consequences of using PMT and CT theories in ANM
situations. Although information security behaviors have been widely
investigated in relation to technological advances, the investigation of these
behaviors in relation to the impact of GMS is still in its infancy. Few studies have
examined how best to protect individuals from security threats with the aid of
GMS, although many have been conducted in both organizational and individual
contexts. This is important because social media is a powerful platform for
governments and international organizations to use to raise public awareness and

make recommendations on how to prevent cybercrime.

1.8. Conclusion and theoretical contribution of the study:

The study provides insights into the effectiveness of government
cybersecurity initiatives, assessing actual actions rather than just intentions, and

suggesting improvements in employee prevention practices. It strengthens the



literature on the behavioral aspects of cybersecurity and highlights the importance
of enhancing awareness and EPB in government organizations. By integrating
PMT theory, CT theory, and TPB theory, this study provides a comprehensive
theoretical framework and practical implications for improving the effectiveness
of cybersecurity policies and programs.

This thesis not only expands the understanding of PMT theory, CT theory
and TPB theory but also provides practical evidence on their application in the
context of cybersecurity, especially in government organizations in developing

countries like Vietnam.
2. Contributions on managerial implications

In addition to the theoretical contributions, the thesis also makes an
important contribution in providing managerial implications related to
information security and cyber security. The managerial implications are drawn
from three articles related to the investigation of ANM and provide specific
recommendations for managers and professionals in this field. The findings
highlight the importance of protecting ANM in the context of digital
transformation and how organizations can apply it to strengthen information

security effectiveness.

2.1. The Importance of Cybersecurity in Digital Transformation

Our findings highlight the importance of ANM in the context of digital
transformation. Executives need to address cybersecurity concerns related to
remote working while also enhancing team productivity. Professionals need to
understand the role of social media in mitigating cybersecurity risks, as well as
the importance of personal protection. Safeguards such as complex login

processes and secure web browsing should be in place.



2.2. Impact of Threat Assessment and Response Strategy

Empirical research evidence shows that users’ attitudes and motivations
toward security measures are influenced by their assessment of threats and coping
strategies. Governments and organizations should provide information security
training to enhance their ability to assess risks and apply remedial measures.
Education and information campaigns should be conducted on an ongoing basis

to increase CSA awareness and effectiveness in dealing with security issues.

2.3. Impact of GSM on Information Security Behavior

Our findings suggest that GSM has a significant impact on information
security behaviour. Governments should expand their involvement in
disseminating accurate information about GSM, ensuring that messages are
carefully crafted. This will help raise awareness of information security and

encourage protective measures.

2.4. Improving Security Attitudes and Motivation

Positive attitudes and motivation can improve security behaviors.
Employees need to perceive cybersecurity as a shared responsibility across the
organization. Organizations should emphasize the importance of cybersecurity
precautions and encourage employees to engage in security activities through

rewards and career advancement.

2.5. Recommendations For Managers

Establish a Governance Framework: Managers should design and
disseminate ANM guidelines and conduct educational campaigns to increase the

organization's understanding of information security.



Training and CSA: Security training programs should include specific
examples of security breaches and preventative measures. Encourage the

exchange of knowledge and experience in dealing with cyber risks.

Threat Awareness: Employees need to understand cyber threats and the
benefits of protective measures. Senior management involvement in strategic
planning is necessary to convince employees of the importance of information

security.

2.6. Strengthening Policy Compliance

Cybersecurity policy compliance is a key factor influencing EPB.
Organizations need to invest in training and awareness campaigns to effectively
disseminate policies and enhance CSA. Governments should maintain an active
role in disseminating cybersecurity information through GSM channels, ensuring
that information is communicated promptly and accurately.

In summary, this thesis provides a basis for organizations to develop
strategic solutions, enhance governance, and protect network systems. Increased
training, awareness, and policy compliance are key factors to improve

cybersecurity in today's digital landscape.
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