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Mã số: 9340403 

 

NGƯỜI HƯỚNG DẪN KHOA HỌC: 

PGS. TS Nguyễn Văn Phương 
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Abstract 

Purpose - This study aims to investigate the impact of employees’ engagement in government social media (GSM) on 

their cybersecurity compliance attitude, protection motivation and protective behavior, thereby contributing to effective 

cybersecurity practices at organizations. 

Design/methodology/approach - A quantitative cross-sectional field survey was conducted to collect primary data in 

big cities and large provinces in Vietnam. The final data set of 323 responses was analyzed using the partial least 

squares-structural equation modeling approach to interpret the results and test research hypotheses. 

Findings - Engagement in GSM positively influences employees’ cybersecurity compliance attitude (ATT). Perceived 

threat vulnerability and response efficacy also contribute to a positive compliance attitude, although self-efficacy has 

a negative impact. Moreover, the cybersecurity compliance ATT significantly explains the information protection 

motivation, which in turn influences employee protective behaviors. However, the relationship between compliance 

attitude and protective behaviors is weak, unlike previous studies that found a strong correlation. 

Originality/value - Although recent studies have explored specific information security practices in corporate and home 

contexts, the influence of GSM on individuals’ cybersecurity behaviors has received limited attention because of its 

novelty. This study contributes to the existing body of knowledge by investigating the impact of GSM on cybersecurity 

behaviors. This study provides significant contributions to understanding social media’s effects of social media on 

individuals’ cultivation processes, by expanding upon the protective motivation theory and cultivation theory. The 

results lead to practical suggestions for organizational managers and policymakers so that they can enhance their 

understanding of the importance of cybersecurity, encourage the implementation of self-defense strategies and highlight 

the significance of threat and coping evaluations in influencing attitudes and motivations. 

Keywords Cultivation theory, Government social media, Information protective behaviors, 

Information security, Protection motivation theory 

Paper type Research paper 

1.   Introduction 
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The prevalence of hostile cyberattacks is increasing because of the rapid evolution in digital technology, which 

heightens the need to counter cybersecurity threats (Harris and Patten, 2014; He, 2012, 2013; Perez-Moron, 2022). 

Several widespread cyberattacks have used malware, a kind of pernicious software to infiltrate a network, enabling 

those who spread it to extort payment from that network's owner or otherwise damage that network. Another common 

method is phishing, in which deceitful electronic messages are sent to unwitting users to obtain sensitive information to 

which the sender is not entitled. A third method is man-in-the-middle attacks, in which transactional data exchanged 

between two parties via public networks is intercepted and pilfered by a third party. Robust information security 

measures must be used to safeguard critical corporate data stored in these networks (Zhang et al., 2017). Because of 

technological advances, states and international organizations have increasingly relied on social media platforms to 

share information and give advice on how to stop these major cybersecurity events (Beaunoyer etal., 2020; Chen etal., 

2020; Farooq etal., 2020). 

Previous studies have concluded that social media can be important for disseminating warnings (Beaunoyer et al., 

2020; Chen et al., 2020; Farooq et al., 2020; Guo et al., 2021). However, the literature on government social media 

(GSM) - that is, the use of social media by a government - is still in its infancy. The majority of current research 

focuses on determining why people use GSM (Chen et al., 2020; Guo et al., 2021; Nguyen et al., 2023) or the 

messaging strategy used in GSM (Chatterjee et al., 2021; Lee and Cho, 2018; Li et al., 2022). In particular, few 

empirical studies investigate the impact of engagement in GSM on behavioral outcomes. In addition, previous 

research relies primarily on data obtained from internet users and private social media companies on various social 

network platforms, rather than sourcing information directly from official GSM to individual users. 

In addition, many researchers have shown that both organizations (Anderson and Agarwal, 2010; Johnston et al., 

2019; Johnston and Warkentin, 2010; Warkentin et al., 2016) and households (Liang and Xue, 2010; Martens et al., 

2019; Tu et al., 2015) take specific information security measures. Nevertheless, it is hard to determine the effect of 

GSM on these protective behaviors. Information security behavior has received a lot of research attention, but with 

inconsistent results, in part because the studies do not take attitude and drive into account (Ma, 2022). So, to ensure 

that the security measures taken to protect various systems are comprehensive, we examine the effect of people's 

attitudes and motivations on their cybersecurity practices. 

Because of increasing access to the internet, the complexity and frequency of cyberattacks have discernibly 

escalated. The perpetuation of this kind of harmful activity has had considerable and widespread negative effects, 

encompassing firms, entire industries and even national governments. As a result, governments have implemented 

specific measures aimed at safeguarding networks related to national security. The objective is to strengthen the 

legal framework pertaining to network information security to ensure the robust protection of cr itical national 

defense information. To do so, governments must prioritize an assessment of the capacity and operational experience 

of those overseeing the networks. Furthermore, implementation of a comprehensive regulatory framework is crucial 

for efficient governance of network information security, primarily to minimize the risks and combat the threats in 

cyberspace. On June 12, 2018, Vietnam's Congress approved the Cyber Security Law, which took effect on January 

1, 2019 . This Law governs operations aimed at ensuring social order and safety in cyberspace, as well as the 

responsibilities of related agencies, organizations and individuals. However, it is imperative to do further research 

and enhance this legislation to ensure the safety of individuals and organizations when using the internet and online 

transactions. 

To address the gap in the literature, our study uses the protection motivation theory (PMT) (Johnston and Warkentin, 

2010) and the cultivation theory (Gerbner et al., 2009; Gerbner and Gross, 1976; Hermann et al., 2020). We build 

on these theories by incorporating the compliance attitude and protection motivation as precursor factors, so as to 

gain a comprehensive understanding of the drivers of employee protective behaviors (EPB). The study is based on 

responses to the following research questions: 

RQ1. How does engagement in GSM by a firm's employees influence their attitude toward compliance in 

cybersecurity measures? 
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RQ2. What is the relationship between these employees' attitudes toward compliance, protection motivation and 

protective behavior? 

The findings of this study make significant contributions to practitioners by illuminating the relationships among 

engagement in GSM, attitude toward compliance, protection motivation and protective conduct. Our research offers 

professionals valuable insights into the possible impact of social media in facilitating the distribution of information 

to address and reduce cybersecurity concerns. Our study further emphasizes the importance of self­defense for 

individual users. Moreover, it is advisable for government agencies and other businesses to implement information 

security training programs that have been customized to address security concerns. The primary objective of these 

programs should be to enhance the competencies of individuals, encompassing personnel, in proficiently assessing 

prospective security hazards and implementing suitable countermeasures. The endorsement of several crucial 

activities is vital, including the implementation of regular campaigns designed to educate employees on the need of 

minimizing their online footprint, the promotion of employee safety and the detection of internal threats.  

The remainder of the study is organized as follows. The literature review and theoretical framework are shown in 

Section 2. The research model and the proposed hypotheses are discussed in Section 3. The methodology used to 

answer the suggested research questions is described in Section 4. The research results and discussion are presented 

in Section 5. Section 6 offers our research implications, conclusions and limitations. 

2.    Literature review 

2.1    Protection motivation theory 

PMT is the most frequently used theory in behavioral security studies (Wall and Warkentin, 2019), as it explains 

how people interpret danger and decide which defenses to use in protective behaviors. According to PMT, two 

processes underlie how people react to risks and defend themselves: threat appraisal and coping appraisal. The threat 

is evaluated using the threat appraisal method, which is broken down further into an evaluation of perceived severity 

and PV (PV) (Witte et al., 2010). However, some previous studies emphasize the overlap between perceived severity 

and susceptibility (Ameen et al., 2021; Ifinedo, 2012). In line with these studies, we incorporate PV into the research 

model when predicting PMT in the threat appraisal process. 

In coping appraisal, people evaluate potential responses to hazards concurrently with their assessment of the risks. 

This process, which assesses a person's propensity for taking the protective measures necessary for reducing a threat, 

can be broken down further into response efficacy (RE), self-efficacy (SE) and response costs (Johnston and 

Warkentin, 2010; Witte et al., 2010). Following Martens et al. (2019), this study does not consider response cost 

because it is ambiguous and measuring it is challenging (Warkentin et al., 2011). 

2.2     Cultivation theory 

Cultivation theory is a theory of communication introduced in the 1970s by George Gerbner and his colleagues to 

explain changes in viewer behavior due to exposure to mass media (Gerbner etal., 2009; Hermann etal., 2020). 

Cultivation is defined as viewers' perception of social reality due to exposure to information via social media 

(Gerbner etal., 2009). In other words, constant social media exposure helps people develop and maintain a unique 

set of beliefs (Cheng etal., 2016). The cultivation effect of social media might change how viewers interpret the 

world, depending on information presented on social media, rather than in reality (Hermann et al., 2020). Social 

media use two cognitive processes to sway public opinion during the cultivation phase: mainstreaming and 

resonance (Tang et al., 2021). 

When individuals' viewpoints align with the content that they obtain from social media platforms, resonance is 

intensified, reinforcing the nurturing effect.  

2.3 Government social media 
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The use of social media in government is one of the key trends in the study and practice of e-government (i.e. 

digitization in government functions) in recent years (Criado etal, 2013). An official GSM account, as defined by 

this study, is an online public profile created and maintained by a government agency on social media to disseminate 

information and collect feedback from users (Medaglia and Zhu, 2017). GSM engagement or participation is defined 

as interaction with messages (e.g. reading, commenting on or responding to and sharing posts) posted by GSM 

accounts by users or followers of those accounts (Guo etal., 2021). Social media is characterized by an ability to 

reduce or eliminate barriers to communication among individuals (or between individuals and institutional 

representatives) and facilitate interaction between citizens and their government. In the literature, this ability is 

acknowledged to be a significant technological tool for governments to use for communicating warnings and other 

kinds of information to the public. Moreover, its cultivation effect enhances the situational awareness and knowledge 

of individuals, further bolstering its potential for broadcasting important information (Beaunoyer etal., 2020; Chen 

et al., 2020; Farooq et al., 2020; Guo et al, 2021). However, few empirical studies have examined the effect of 

engagement in GSM on citizens' behaviors. 

2.4 Information security attitude, motivation and behaviors 

In the context of information security, we define EPB as the actions they take to avoid information security problems 

(Martens et al., 2019; Tu et al., 2015). Moreover, a cybersecurity compliance attitude (ATT) is defined as a positive 

view about compliance with information security policies (Wong et al., 2022). Many studies concentrate on how to 

ensure EPB and a cybersecurity compliance ATT (Anderson and Agarwal, 2010; Ifinedo, 2012; Siponen et al., 

2014), and others examine whether an employee forms an intention to violate an information security policy 

(Siponen and Vance, 2010) or to abuse information systems. Still other prior research focuses on individual contexts 

(Liang and Xue, 2010; Martens etal., 2019; Tu et al., 2015) and organizational contexts (Johnston and Warkentin, 

2010; Nair et al., 2019; Warkentin et al., 2016). However, attitudes toward compliance, protection motivation and 

engagement in protective behaviors by employees have received little attention.  

3. Hypotheses development 

3.1   Government social media, perceived vulnerability, self-efficacy and response efficacy 

PV is people's estimation of the likelihood of harm or a view about their susceptibility to being victims of a specific 

threat (Johnston and Warkentin, 2010; Witte etal., 2010). SE is a person's self-evaluation of the ability to engage in 

protective conduct or of whether a person has the knowledge, abilities and resources necessary to perform a task 

responsibly (Maddux and Rogers, 1983). RE means people's level of confidence that a suggested solution will 

successfully mitigate the degree of threat to them (Tang etal., 2021). 

Previous research on cultivation theory reveals that the use of social media by individuals has a significant impact 

on their attitudes and perceptions (Albashrawi etal., 2022; Gerbner etal., 2009; Gerbner and Gross, 1976; Hermann 

etal., 2020). People who spend more time on social media are more likely to perceive that the real world is similar 

to what they see and hear on social media. The impacts of social media consumption on the threat appraisal process 

are well documented (Intravia et al., 2017; Kim and Hawkins, 2020; Shah et al., 2020). Previous research indicates 

that, irrespective of the media outlet, greater exposure to information on disasters or crime leads individuals to 

experience higher levels of anxiousness. This can be attributed to the perception that these individuals themselves, 

their family or others could experience the events depicted in the media (Intravia et al., 2017; Kim and Hawkins, 

2020; Shah etal., 2020). This study tests the notion that engaging in GSM can be seen as a form of social media 

consumption behavior. We test the hypothesis that people who engage in activities such as reading, commenting on 

and sharing security information that originates from GSM are more inclined to have a more compliant attitude and 

a greater sense of PV. Our first two hypotheses are postulated as follows: 

H1. Engagement in GSM is positively associated with a cybersecurity compliance ATT. 

H2. Engagement in GSM is positively associated with PV. 
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In addition to inducing fear or a perceived sense of threat among individuals, social media platforms are also a means 

of educating users on how to enhance their preparedness for dangers, such as natural disasters (Farooq et al., 2020). 

According to cultivation theory (CT), people can evaluate the success of using defensive responses using the 

knowledge that they accumulate from GSM as a foundation, thereby increasing their RE (Tang et al., 2021; Tu et 

al., 2015). Moreover, people can improve their SE by learning and getting information on threat appraisal on socia l 

media (Kim and Hawkins, 2020; Tu et al., 2015). People are more likely to use certain measures confidently when 

they are more knowledgeable about viable countermeasures to dangers (Tang et al., 2021; Tu et al., 2015). Hence, 

we hypothesize that employees’ confidence in their capacity to mitigate risks is likely to engagement in GSM. 

Consequently, the following hypotheses are proposed: 

H3. Engagement in GSM is positively associated with SE. 

H4. Engagement in GSM is positively associated with RE. 

3.2 Perceived vulnerability, self-efficacy and response efficacy 

The employee's level of familiarity with potential dangers and their ability to manage them might influence their 

behaviors through the formation of behavioral, normative or control beliefs within the context of security (Bulgurcu 

etal., 2010). According to PMT, people who believe that they are vulnerable to threats are likely to have a compliance 

attitude toward information security (Hina et al., 2019). Previous research indicates that people who have knowledge 

about a potential hazard are more likely to take precautionary measures to avoid becoming victims of that threat 

(Johnston and Warkentin, 2010). Consequently, their compliance attitudes are positively influenced (Anderson and 

Agarwal, 2010; Wong et al., 2022). Therefore, we hypothesize that employees who have a heightened feeling of 

vulnerability demonstrate a more favorable disposition toward expending additional effort to ensure task security. 

Consequently, the subsequent hypothesis is posited: 

H5. PV is positively associated with a cybersecurity compliance ATT. 

According to PMT, employees' coping-appraisal responses are contingent upon their belief in their capability to 

successfully execute tasks, as well as their expectation of their effectiveness (Sharma et al., 2020). SE is used in 

earlier research to explain people's computer-related attitudes (Crossler et al., 2013; Johnson and Marakas, 2000; 

Ma, 2022; Wong et al., 2022). However, these empirical investigations have conflicting results. In particular, SE and 

compliance attitude have a positive association (Anderson and Agarwal, 2010; Johnston and Warkentin, 2010), but 

other studies state that these factors have different effects on one another (Hooper and Blunt, 2020; Moody etal., 

2018). In this study, we investigate the link between SE and compliance further, proposing the following hypothesis:  

H6. SE is associated with a cybersecurity compliance ATT. 

Based on PMT, prior research indicates that individuals might choose not to engage in protective actions if they 

perceive a security measure as both simple to install and ineffective (Hanus and Wu, 2016; Johnston and Warkentin, 

2010; Wong et al., 2022). In other words, RE positively influences people's attitudes toward adopting suggested 

individual information security protective behaviors. Other researchers argue that the relationship is insignificant 

(Siponen etal., 2014). Despite the inconsistent results, this study assumes that employees have a more favorable 

attitude toward a recommended response if they believe in its efficacy. Consequently, the following hypothesis is 

proposed: 

H7. RE is positively associated with a cybersecurity compliance ATT. 

3.3    Compliance attitude, protection motivation and protective behavior 

From the PMT perspective, attitude affects employees' intention to follow security regulations and is positively 

correlated with adherence with organizational information security policies (Siponen et al., 2014). Ma (2022) also 

finds that a positive attitude toward information security protection positively impacts an employee's protection 

motivation. Numerous prior studies have similar findings (Ameen et al., 2021; Hina et al., 2019; Ma, 2022; Martens 

et al., 2019; Safa et al., 2015; Wu, 2020). In line with previous research, we believe that employees with a positive 

attitude toward protecting the informational assets of their organization have larger information protection 

motivation (IPM) and more protective behavior. Consequently, the following hypotheses are proposed: 
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H8. A cybersecurity compliance ATT is positively associated with EPB. 

H9. A cybersecurity compliance ATT is positively associated with IPM. 

PMT should be expanded to predict behavior because the goal of information security research is to improve EPB, 

rather than to increase protection intentions (Floyd etal., 2006). In line with this perspective, Liang and Xue (2010) 

integrate real-life EPB into the testing framework and discover a positive correlation between people who exhibit a 

higher motivation to engage in information protection and a higher propensity to engage in measures meant to 

prevent against information security incidents. Other papers confirm similar findings (Lebek et al., 2014; Siponen 

et al., 2014; Warkentin et al., 2016). In this study, we believe that EPB depends on the motivation to protect 

information security. Consequently, the following hypothesis is proposed: 

H10. A motivation to protect information is positively associated with EPB.  

As previously discussed, the relationship among the constructs proposed for this conceptual model is shown in 

Figure 1. The research model includes engagement in GSM, PV, SE, RE, a cybersecurity compliance ATT, 

motivation to protect information and EPB. This conceptual model evaluates the relationship between these 

constructs and is based on our ten hypotheses. 

4.    Methodology 

4.1   Measurement 

The survey instrument in this study was created with the use of available literature. All questions in this survey are 

graded on a seven-point Likert scale, from 1 = “strongly disagree” to 7 = “strongly agree.” All the scales measured 

were adapted from previous studies with minor or major modifications (see Appendix Table A1). 

4.2    Data collection 

From October 2022 to March 2023, self-administered survey forms were sent to various employees working in big 

cities and provinces in Vietnam, such as Ho Chi Minh City, Hanoi,  

Figure 1 Research model 

  

Dong Nai Province and Binh Duong Province, where at least one social media platform, such as Facebook, Zalo, 

Viber, YouTube, TikTok and Instagram, is used. Of the 700 questionnaires distributed, 564 were returned, and 323 

of them were deemed appropriate for study. The sample size was determined to be sufficient based on Hair et al. 

(2014). Questionnaires that satisfy one of the following conditions are discarded as invalid: 

■      if all the respondents give the same responses to all the questions (e.g. all 1 or all 7); or 

■      if respondents finish the survey in less than 2 min (Collier and Sherrell, 2009). 

We use a - test to compare the demographic characteristics of the first and last responders, as recommended in prior 

literature, to rule out any potential nonresponse bias (Collier and Sherrell, 2009; Han et al., 2017). Because we find 

no discernible differences between the two groups of respondents, we believe that nonresponse bias is not a problem.  

4.3    Research method 

In this study, the research model was determined through the use of partial least squares- structural equation 

modeling (PLS-SEM) analysis for several reasons. First, it is better suited for a regression with mediation than other 

methods. Second, it takes measurement error into account and provides accurate estimates for mediating effects 

(Chin, 1998b). It is also appropriate for both simple and complex frameworks and does not require an assumption of 

data normality (Hair et al., 2014). Third, PLS-SEM is considered more suitable than ordinary least squares 

regressions when there are issues such as missing values or multicollinearity, and the sample size is small. Finally, 

it is also widely used in the context of information security behavior (Ma, 2022; Wong etal., 2022). 
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5. Results and discussion 

The SmartPLS 4.0 application module was used to investigate the research model. After performing descriptive 

analyses, we use the two-stage analytical technique (Hair et al., 2014). 

 

5.1 Descriptive analysis 

Table 1 below describes detailed information on the demographic characteristics of respondents, based on the data 

collection. 

Table 2 displays the mean and standard deviation for each variable. All survey participants were asked to describe their 

perceptions using a seven-point scale, from 1 (strongly disagree) to 7 (strongly agree). Cybersecurity compliance ATT 

has the highest score, with an average of 6.283 out of 7.0 and a standard deviation of 1.114. SE has the lowest score, 

with an average of 5.554 out of 7.0 and a standard deviation of 1.625.  

5.2 Measurement model assessment 

Convergent and discriminant validity are applied in testing the measurement models. The main variables in this study 

are assessed using Cronbach's alpha coefficients (construct reliability). Each Cronbach's alpha coefficient in this study 

is from 0.914 to 0.949, exceeding the threshold value of 0.7 (Kannan and Tan, 2005). Furthermore, all composite 

reliability (CR) factors have values from 0.946 to 0.964, exceeding suggested value of 0.7 (Gefen etal., 2000). As seen 

in Table 2, construct reliability, therefore, is satisfied because CR and Cronbach's alpha are essentially error-free for 

each construct. 

Using factor loadings, we evaluated indicator reliability. In addition to being captured within the constructs, the 

conditions are implied by the large loadings observed on corresponding constructs even when associated indicators have 

a common basis (Hair etal., 2014). All the items in Table 2 have factor loadings above the recommended value of 0.7, 

with the exception of RE10, which was dropped from the scale because of its low loading values. 

The study uses average variance extracted values (AVE) as a means to assess the convergent validity. Each AVE has a 

value from 0.642 to 0.899, above the suggested threshold of 0.50 (Hair, 2011). The findings presented in Table 2 show 

that all the constructs successfully satisfy the criteria for convergent validity.  

5.3 Common method bias 

Various researchers have found that full collinearity can be used to identify common method bias (CMB). According 

to Kock (2015), if the full collinearity value (FCVIF) is less than 3.3, then the data do not have any CMB issues. As 

shown in Table 2, all the latent constructs in the data have an FCVIF below3.3, indicating the absence of any CMB 

issues. 

Table 1 Demographic characteristics of respondents 

Demographic characteristics Category No. Percentage (%) 

Gender Male 239 74.0 

  

Female 84 26.0 

Age 18-35 years 232 71.9 

  36-45 years 72 22.3 

  Over 45 years 19 5.9 

Education High school 90 27.9 

  Undergraduate 180 55.7 

  Postgraduate 53 16.4 
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Years of experience Less than 3 years 48 14.9 

  3 to 5 years 56 17.3 

  More than 5 years 219 67.8 

Organizational scale Less than 50 employees 97 30.0 

  51 to 100 employees 57 17.6 

  More than 100 employees 169 52.4 

Source: Created by the authors 

      

 
  

Table 2 Descriptive and measurement assessment 

Constructs Item no. Loadings (> 0.5) 
Mean SD a (> 0.7) CR(> 0.77) AVE(> 0.5) FCVIF 

Government social media (GSM) GSM1 0.933 5.922 1.382 0.935 0.958 0.885 2.382 

  GSM2 0.964             

  GSM3 0.924             

Perceived threat vulnerability (PV) PV1 0.825 6.147 1.275 0.937 0.948 0.725 2.144 

  PV2 0.866             

  PV3 0.822             

  PV4 0.871             

  PV5 0.889             

  PV6 0.863             

  PV7 0.820             

Self-efficacy (SE) SE1 0.854 5.554 1.625 0.942 0.953 0.743 2.311 

  SE2 0.901             

  SE3 0.834             

  SE4 0.896             

  SE5 0.906             

  SE6 0.814             

  SE7 0.826             

Response efficacy (RE) RE1 0.857 6.013 1.313 0.938 0.947 0.642 1.414 

  RE2 0.846             

  RE3 0.822             

  RE4 0.812             

  RE5 0.791             

  RE6 0.813             

  RE7 0.810             

  RE8 0.845             

  RE9 0.737             

  RE10 Deleted             

Cybersecurity compliance attitude 

(ATT) 

ATT1 0.942 6.283 1.114 0.944 0.964 0.899 1.911 

  ATT2 0.955             

  ATT3 0.948             

Information protection motivation (IPM) IPM1 0.908 6.114 1.250 0.949 0.961 0.830 2.352 

  IPM2 0.891             

  IPM3 0.903             

  IPM4 0.932             

  IPM5 0.921             

Employee protective behaviors (EPB) EPB1 0.917 5.957 1.401 0.914 0.946 0.854 1.124 

EPB2           0.937 

EPB3           0.919 

Source: Created by the authors 

  

To evaluate the discriminant validity, we use Fornell-Larcker and heterotrait-monotrait ratios (HTMT) (displayed in 

Table 3). The square roots of the AVEs on the diagonals are higher than those for correlations among the constructs 

(corresponding rows and columns), which is typically an indication of strong correlations among constructs and their 

corresponding indicators (Chin, 1998a, 1998b; Fornell and Larcker, 1981). In addition, when HTMT values are higher 
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than the threshold of 0.85, significant problems with discriminant validity arise. However, the correlation between the 

exogenous constructs and every HTMT is lower than 0.85. As a result, the discriminant validity of all constructs is 

satisfactorily confirmed. 

5.4 Structural model assessment 

To test the structural models, we use bootstrapping technique calculate the beta (b), R2 and respective - values for a 

resampling of 5,000 (Hair et al., 2014). The calculation of R2 was performed to evaluate the predictive capability of the 

structural model. The coefficient of determination (R2) quantifies the proportion of variance in the endogenous variables 

that can be attributed to the exogenous variable. According to Cohen (1988), the R2
 values of 

 

Table 3 Fornell-Larcker And HTMT results 
  

ATT 

(1) 

Fornell-Larcker 

RE 

(6) 

SE 

(7) 

EPB 

(2) 

GSM 

(3) 

IPM 

(4) 

PV 

(5) 

(1) 0.948 
            

(2) 0.674 0.924           

(3) 0.695 0.773 0.941         

(4) 0.824 0.805 0.735 0.911       

(5) 0.721 0.692 0.612 0.776 0.851     

(6) 0.732 0.686 0.708 0.779 0.757 0.801   

(7) 0.558 0.669 0.679 0.650 0.654 0.765 0.862 

HTMT 
              

(1)               

(2) 0.723             

(3) 0.737 0.837           

(4) 0.869 0.862 0.779         

(5) 0.761 0.742 0.650 0.818       

(6) 0.776 0.733 0.748 0.822 0.810     

(7) 0.581 0.720 0.720 0.685 0.688 0.800   

Note: The square roots of the AVEs are shown in italic face on the diagonals     

Source: Created by the authors           

  

0.75, 0.50 or 0.25 for endogenous latent variables in the structural model can be characterized as significant, moderate 

or low, correspondingly. The findings derived from Table 4 demonstrate that the R2 values of the endogenous constructs 

fall within the designated tolerance range. Consequently, these results indicate that the model has a comparatively 

elevated level of predictive accuracy overall.  

In addition, we assess the significance of the magnitudes of the structural coefficients. Cohen (1988) suggests that a f2
 

value of 0.02, 0.15 and 0.35 represents weak, moderate and strong effects, respectively. As presented in Table 4, the 

effect sizes of the examined associations lie within the strong range, except for weak case when the effect size of the 

connections between ATT with EPB is equal to 0.002. 

5.5 Hypotheses testing 

The SEM assessments in Figure 2 and Table 4 show the outcomes of hypothesis testing, which confirms all the 

hypotheses. Engagement in GSM meaningfully predicts PV, SE, RE and a cybersecurity compliance ATT; all the p-

values are less than 0.001, therefore, H1-H4 are confirmed. These findings are similar to those for PV and RE, both of 

which meaningfully influence cybersecurity compliance ATTs. Hence, both H5 and H7 are also confirmed, and 

Table 4 Structural assessment results 
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Hypothesis Relationship Std b t-value p-value R2 

f
2 Result 

H1 GSM ! ATT 0.350 13.220 0.000 0.653 0.160 Supported 

H2 GSM ! PV 0.612 9.291 0.000 0.373 0.600 Supported 

H3 GSM ! SE 0.679 14.746 0.000 0.459 0.855 Supported 

H4 GSM ! RE 0.708 13.972 0.000 0.500 1.006 Supported 

H5 PV ! ATT 0.360 3.656 0.000 0.653 0.154 Supported 

H6 SE ! ATT -0.184 2.435 0.015   0.037 Supported 

H7 RE ! ATT 0.352 3.508 0.000   0.099 Supported 

H8 ATT ! IPM 0.824 17.001 0.000 0.677 2.109 Supported 

H9 IPM ! EPB 0.776 10.517 0.000 0.646 0.551 Supported 

H10 ATT ! EPB 0.035 11.412 0.000   0.002 Supported 

Source: Created by theauthors 

 

Figure 2 Testing results 

  

SE meaningfully predicts cybersecurity compliance ATT, so H6 is confirmed. However, the path is negative, with a - 

value lower than 0.05, indicating that SE has a negative effect on a cybersecurity compliance ATT. H8 and H10 are 

supported, with p-values less than 0.001, which suggests that a cybersecurity compliance ATT significantly predicts an 

IPM and EPB. H9 is supported, as an IPM has a significant effect on EPB. 

We estimated the indirect effects to determine: the mediating effects of PV, SE and RE on the relationship between 

GSM and ATT, and the mediating effect of IPM on the relationship between ATT and EPB (see Table 5). The results 

indicate that all factors play a partial mediating role in the two relationships. 

5.6    Discussions 

This research significantly contributes to the field of information security by providing a comprehensive examination 

of the impact of GSM on employees' attitudes and actions toward information security. It considers several aspects, 

including attitudes, motivations and behaviors, from a broader perspective, catering to the interests of both information 

security academics and practitioners. The findings provide strong evidence to support the 10 hypotheses.  

Initially, the GSM engagement has positive outcomes in terms of fostering positive attitudes toward cybersecurity 

compliance. More specifically, it plays a role in fostering positive attitudes among employees toward engaging in 

protective behaviors. This result is consistent with previous research (Hermann etal., 2020; Yin etal., 2022), which 

argues that frequent use of social media enhances positive attitudes toward protective behaviors. In  

Table 5 Mediating effects 

Hypothesis Type Estimates t-values p-values Remarks 

H6. GSM ! ATT Direct 0.350 13.220 0.000 Supported 

GSM ! PV ! ATT Indirect 0.220 3.082 0.002 Complementary (partial mediation) 

GSM ! SE ! ATT Indirect -0.125 2.369 0.018 Complementary (partial mediation) 

GSM ! RE ! ATT Indirect 0.249 3.188 0.001 Complementary (partial mediation) 

H10. ATT ! EPB Direct 0.035 11.412 0.000 Supported 

ATT ! IPM ! EPB Indirect 0.639 9.123 0.000 Complementary (partial mediation) 

Source: Created by the authors 

 

addition, engagement in GSM has a positive influence on PV, RE and SE, which implies that the longer that people 

engage in GSM security-related content, the more vulnerable they feel to the threat of information security risks and 



14 
 

their own SE as well as RE when confronting such risks. Our findings correspond those in with previous research 

(Intravia eta., 2017; Kim and Hawkins, 2020; Shah etal., 2020; Tang etal., 2021; Tu etal., 2015). 

Second, we find that a cybersecurity compliance ATT is positively influenced by PV and RE. These findings are 

consistent with those in previous studies (Anderson and Agarwal, 2010; Hina et al., 2019; Ifinedo, 2012; Wong et 

al., 2022). Nevertheless, the empirical findings demonstrate that PV and RE have a positive influence on compliance 

attitude. Conversely, SE has a negative impact on compliance attitude. This finding implies that people are less 

inclined to be well disposed to adhering to cybersecurity protocols when they believe that they can execute the 

prescribed measures and effectively manage potential threats. This pertains specifically to their perceived 

competence and judgment in addressing the dangers associated with a security breach. This finding contributes to 

the predominantly mixed results because it is consistent with some studies (Hooper and Blunt, 2020; Moody etal., 

2018), but not others (Anderson and Agarwal, 2010; Johnston and Warkentin, 2010). 

Finally, we find that an IPM is substantially positively explained by an employee's attitude toward compliance. The 

relationship between these two dimensions suggests that employees are more motivated to spend extra time and 

effort protecting information assets when they generally have a more positive attitude toward protective behaviors. 

This finding aligns with those in prior studies (Hina et al., 2019; Ma, 2022; Martens et al., 2019; Safa etal., 2015; 

Wu, 2020). In addition, we find that an IPM subsequently has a significant effect on EPB, which is consistent with 

previous findings (Lebek etal., 2014; Siponen etal., 2014; Warkentin et al., 2016). Specifically, employees with a 

heightened level of motivation to safeguard information security are more inclined to engage in behaviors that 

mitigate security risks. 

6.   Implications and conclusion 

6.1 Theoretical contributions 

This study adds to the corpus of knowledge by providing many theoretical explanations of the result from using 

PMT and CT in cybersecurity scenarios. First, even though information security behaviors have been extensively 

researched in relation to technological advancement, research on these behaviors in relation to the impact of GSM 

is still in its infancy. Few studies have looked at how best to protect people from security threats with the aid of 

GSM, although many studies have been conducted in organizational contexts (Johnston and Warkentin, 2010; 

Warkentin etal., 2016) and individual contexts (Liang and Xue, 2010; Martens etal., 2019; Tu etal., 2015). This is 

significant because social media are powerful platforms for governments and international organizations to use for 

enlightening the public and offering suggestions on how to prevent being a victim of cybercrime (Beaunoyer et al., 

2020; Chen et al., 2020; Farooq et al., 2020). This study adds to knowledge on the influence of GSM on behavioral 

information security by examining the cultivation effects of GSM on PMT variables and EPB. 

Second, rather than examining actual behavioral change, existing information security studies primarily concentrate 

on security-related intention. They assert that, although PMT primarily revolves around intentions, it has been 

effectively expanded to encompass tangible activities. This study demonstrates the significance of employees' 

implementation of actual information security protective behaviors to enhance these behaviors, as well as in foster 

compliance attitudes and a protection motivation. The comprehensive measurement of attitudes, motivations and 

behaviors facilitate deeper comprehension of the mechanisms through which protective behaviors are developed 

(Floyd etal., 2006). 

Third, our paper is a pioneering study on the impact of social media on cultivation effects. In contrast, previous 

works primarily focus on the cultivation impacts of conventional mass media, such as television and newspapers, on 

individuals’ views and attitudes (Hermann et al., 2020; Tang et al., 2021). In addition to examining the cultivation 

impacts of social media, our study specifically looks at the consequences of GSM accounts. We find that through 

PMT elements, GSM has both direct and indirect impacts on followers' attitudes throughout PV, SE and RE. 

Moreover, IPM plays a partial mediating role in the relationship between ATT and EPB. 
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Finally, the incorporation of CT into our study expands existing knowledge on PMT, which is examined in prior 

papers. In contrast to another study (Tu et al., 2015), which emphasizes the importance of evaluating threats and 

coping mechanisms to implement security measures in organizational systems, this study presents a more 

sophisticated model that specifically examines the factors that influence individuals' evaluations of threats and coping 

strategies in a personal context. The data analysis results provide support for all our hypotheses, indicating that PMT 

and cultivation theory effectively account for responsible conduct. We expand the application of these theories, as 

they are shown to possess explanatory capabilities within the framework of ongoing research. In addition, they serve 

as a foundation for estimations regarding key threats and coping strategies. 

6.2 Practical contributions 

First, the study has many practical implications for professionals in the field. Our findings highlight the importance 

of cybersecurity in the context of digital transformation. Executives have placed increasing focus on the 

cybersecurity concerns associated with remote teams, in addition to recognition of the importance of remote team 

productivity. Our study provides professionals with insights into the potential role of social media in facilitating 

information dissemination to mitigate cybersecurity risks. Our research further highlights the significance of self-

defense for individual users. Hence, it is imperative for practitioners to actively advocate for the adoption of cyber 

hygiene practices to enhance proactive self­protection measures. Some of these measures include the use of more 

complex login procedures (credentials and passwords; two-step verification; passkeys), as well as using web 

browsers that can store passwords, subject to their own master login or password procedures. 

Second, empirical evidence substantiates the notion that users' attitudes and motivation to implement security 

measures are notably impacted by their evaluations of threats and coping strategies. Government agencies and other 

organizations are recommended to provide information security training programs that specifically target security 

threats. These programs should aim to strengthen the abilities of individuals, including employees, to effectively 

evaluate potential security risks and use appropriate remedies. Several important activities, such as launching 

frequent campaigns aimed at educating employees about minimizing their internet presence, promoting employee 

safety and detecting internal dangers, are of the utmost importance and should be endorsed. When individuals 

perceive a higher level of RE, they are more inclined to use successful coping techniques. Consequently, it is 

imperative for government bodies to distribute communications that promote responsible use of technology and 

enhance efficiency in addressing issues. During the adoption process, it is imperative for organizations to effectively 

explain their implementation policies to all employees. To enhance the promotion of protection motivation, 

companies need to ensure that the measures used are implemented in a precise, organized and simple way. 

Subsequently, employees will have the capacity to prioritize which methods offer the greatest safeguards in their 

ongoing effort to manage and mitigate dangers. 

Third, our findings further demonstrate the indirectly effect of PMT variables on our dependent variable through 

engagement in GSM. This suggests that GSM can have a significant impact on the behavior of individuals when it 

comes to information security as a digital cultivation medium. Government organizations should continually expand 

their involvement in spreading correct and pertinent information about their GSM. To guarantee the maximum 

impact, these GSM messages should be carefully crafted and chosen. Information security issues may have a 

detrimental social impact because threat and coping assessments in organizations are effective. Messages that share 

relevant examples of serious information security concerns are, therefore, strongly advised. Government 

organizations should consistently promote the value of information security protection and stress the vulnerability 

of nonprotective actions when developing messaging. 

Finally, creating positive attitudes and motivations that can improve protective behaviors is essential because security 

breaches are significant and important to enterprises, as shown by our research. Risk management teams and 

employees are essential players and defenders of cyber resilience because most firms are still in the early stages of 

their digitization. Employees should be aware that cybersecurity defense is a shared duty among organizational staff 

and departments. Everyone with an internet connection is affected. To improve their cybersecurity posture, 

organizations should emphasize the significance and advantages of cybersecurity preventive behaviors.  
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6.3 Conclusions 

The digital transformation has simultaneously provided government officials with effective channels to communicate 

with the public and raised significant security concerns for any organization. This paper presents novel research that 

shows how information security protective behaviors are formed based on the influence of GSM, information security 

attitudes and protection motivation. To investigate the role of GSM in influencing users' information security 

behaviors toward information security concerns, we specifically use both CT and PMT as theoretical frameworks. We 

experimentally evaluate our proposed research model and hypotheses by examining data from a survey of Vietnamese 

employees who engage in GSM. Our research shows that users' engagement in GSM has a positive impact on 

cybersecurity compliance ATT toward using security measures through PV and RE, but a negative impact through 

SE. In addition, a cybersecurity compliance ATT has a stronger impact on EPB through an IPM than from its direct 

impact. Our findings encourage further investigation into GSM management and information security practices and 

offer practical insights for practitioners. 

6.4 Limitations and further studies 

Although the study offers new and helpful perspectives on both theory and practice, it has some limitations, but they 

offer directions for further research. First, we gather information only from well-known social media platforms in a 

single country. The design of these platforms and the national culture may skew our findings. To increase the 

generalizability of our study, future research can use a cross-cultural or cross-platform approach. Second, although a 

significant portion of the variance in our dependent variable is explained by our model, a few other crucial variables, 

such as security awareness and social norms, are not taken into account. To further advance understanding of GSM 

management and user information security, future investigations may incorporate these elements. Third, we do not 

examine whether factors such as personality, gender and socioeconomic status might act as moderating factors. These 

possible moderators might be able to shed more light on people's information security behaviors. For that reason, 

future research should examine these moderating effects. 
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Appendix 

Table A1 

Constructs Item no. Measurement Adapted sources Changes 

Government GSM1 

I always read and listen to cybersecurity warnings posted 

by Tang etal. (2021) Minor change 

social media   GSM     

(GSM) GSM2 I always share the cybersecurity warnings posted by GSM 

  

Minor change 

  GSM3 I always recommend to others the cybersecurity warnings 

posted by government agencies on social media 

  Minor change 

Perceived PV1 I am aware that if I do not adhere to my institution’s Hina etal. (2019), Li Major change 

threat   information security policies, my institution may be etal. (2019); and   

vulnerability 

  

susceptible to security breaches Wong et al. (2022) 

  

(PV) PV2 If I do not adhere to my institution’s information security 

policies, I may become a victim of a malicious attack 

  Major change 

  PV3 My computing resources at my workplace can be 

susceptible to information security threats 

  Major change 

  PV4 I believe that my efforts to protect the information of my 

organization will reduce unauthorized access to it 

  Major change 

  PV5 Companies should be encouraged to use up-to-date 

cybersecurity technologies 

  Major change 

  PV6 The staff must be regularly briefed on potential threats   Major change 

  PV7 It is probable that the potential information security breach 

will affect the information and information systems of my 

organization 

  Major change 

Self-efficacy SE1 I am confident in my ability to defend myself against Hina etal. (2019), Li Minor change 

(SE) 

  

information security breaches etal. (2019); and 

  

  SE2 I believe I have developed the ability to prevent 

unauthorized access to my private information 

Wong et al. (2022) Minor change 

  SE3 On my computing resources at work, I take security 

measures (firewall and antivirus) 

  Self-development 

  SE4 I believe that protecting myself from information security 

breaches is within my control 

  Minor change 

  SE5 I am confident about adjusting the website browser's 

security settings to various levels 

  Self-development 

  SE6 I am comfortable working with virus-infected files   Self-development 

  SE7 I am confident in my ability to eliminate spyware and 

malware from my computer 

  Minor change 

Response RE1 My institution's efforts to protect the confidentiality of my Hina etal. (2019), Li Major change 

efficacy (RE)   sensitive information are effective etal. (2019); and   

  RE2 Effective security measures exist at my institution to 

protect my work information from security breaches 

Wong et al. (2022) Major change 

  RE3 Effective preventative measures exist at my institution for 

dealing with malicious content 

  Major change 

  RE4 My institution’s security measures effectively prevent 

hackers from gaining access to sensitive personal or 

academic data 

  Major change 

http://dx.doi.org/10.1016/J.INS.2022.02.029
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  RE5 Compliance with my organization’s information security 

policies will reduce security breaches 

  Minor change 

  RE6 Following information security policies can lead to a 

reduction in the frequency of information security breaches 

  Minor change 

  RE7 Adhering to information security policies helps in 

preventing security issues 

  Minor change 

  RE8 Demonstrating to employees how their security negligence 

impacts the security posture of an organization can lead to 

an improvement in their security behavior 

  Major change 

  RE9 The information security policies at my institution are 

effective in reducing information security incidents 

  Minor change 

(continued) 

 

Table A1 

Constructs Item no. Measurement Adapted sources Changes 

  RE10 
Upgrading of antivirus and firewall software at my 

organization helps in preventing security risks 

  Minor change 

Cybersecurity ATT1 I believe that my institution’s information security policies Hina etal. (2019) Minor change 

compliance 

  

must be followed without exception 

    

attitude (ATT) ATT2 I find it reasonable to comply with information security 

policies 

  Minor change 

  ATT3 I strongly believe that complying with my institution’s 

information security policies is an excellent idea 

  Minor change 

Information IPM1 I am committed to protecting my organization from Ma (2022) and Minor change 

protection 

  

information security risks Posey et al. (2015) 

  

motivation IPM2 My intention to thwart the success of information security   Minor change 

(IPM) IPM3 threats to my organization is strong 

I am likely to take action to safeguard the information and 

information systems of my organization against security 

threats 

  Major change 

  IPM4 I am committed to making an effort to protect my 

organization from information security risks 

  Major change 

  IPM5 I am determined to take all necessary measures to 

prevent information security threats from occurring at my 

organization 

  Major change 

Employee EPB1 I maintain current antivirus software on my computer Li etal. (2019) Minor change 

protective EPB2 I keep an eye out for odd computer behavior and 

responses 

  Minor change 

behaviors 

(EPB) 

EPB3 I always respond to any malware warnings that I receive   Minor change 

Source: Created by the authors     
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Abstract 

Purpose - This paper aims to investigate the influence of cybersecurity awareness and compliance attitudes on the protective 

behaviours exhibited by employees. This study also aims to explore the complex correlation between the level of awareness 

about cybersecurity measures and attitudes towards compliance with these measures. Additionally, it looks at how these factors 

collectively impact employees’ behaviour to protect organisational assets and information. 

Design/methodology/approach - This study uses a quantitative research methodology in which primary data are gathered 

using a survey questionnaire distributed to personnel employed at Vietnamese organisations. The data are analysed, and the 

validity of the measurement and structural equation model is assessed using a partial least squares-structural equation model 

approach after the collection of all the survey responses. 

Findings - The provision of policies and security education, training and awareness programmes are strongly and positively 

associated with cybersecurity awareness. Moreover, cybersecurity awareness plays an important role in shaping attitudes and 

intentions towards information security policy compliance (ISPC). Attitude is positively associated with intention towards 

ISPC and employee protective behaviour. Finally, the intention towards ISPC is significant in shaping employee protective 

behaviour. 

Originality/value - This study contributes to the understanding of the antecedents of cybersecurity in developing countries 

such as Vietnam. Furthermore, it provides a comprehensive framework for understanding intention and protective behaviour 

through cybersecurity awareness and compliance attitudes. By combining the theory of planned behaviour and protection 

motivation theory with institutional governance, this study extends previous research on the effects of these variables on 

employee protective behaviour. 

Keywords Cybersecurity awareness, Cybersecurity compliance attitude, Institutional governance, Protective behaviour 

Paper type Research paper 

1.   Introduction 

Information and communication technology is undergoing a dramatic shift, and the rise of the Internet of Things has led to a 

revolution in cyber-physical systems and provided users with a wealth of new benefits, especially in Vietnam. The internet 

has opened up new economic opportunities for individuals and businesses alike by streamlining the process of conducting 

transactions via mobile devices and facilitating connections with new people through social networks (Lee et al., 2017; 

Saadatdoost et al., 2015). Sustainable development goals are often considered a way in which to enable developing countries 

to catch up quickly 

IJOA                     with developed countries (Michael et al., 2019). Because of the vital role that it plays in the 

economy and society at large, several governments have deemed the internet part of their country's critical infrastructure 

(Chang and Coppel, 2020). Although its rapid expansion opens promising new avenues for progress, it also poses some 

concerning risks (Ani et al., 2017). Furthermore, in the realm of security, threats are typically directed at organisational assets 

rather than personal assets (Menard et al., 2017). The cost of managing cyber risks in the event of an attack could be substantial 

in the absence of adequate risk reduction, incident handling strategies and effective cybersecurity awareness campaigns (Wong 

et al., 2022). As a result, studies on the best practices for establishing and maintaining secure cyber capabilities at organisations 

are urgently needed in less developed countries. 

To ensure that businesses can continue to function securely and efficiently in the digital age, it is important to ensure that 

employees are motivated to act in a way that is compatible with information security policies. Because of the diversity of 

personnel, management, partners and infrastructure at every organisation, internal vulnerabilities are difficult to control (Roy 

Sarkar, 2010). Internal security breaches, whether deliberate or accidental, are more difficult to detect and investigate than any 

other threats (Barlow et al., 2013). That is why it is crucial to look at what makes people comply with information security 

systems and protect them. Therefore, if employees are not adequately educated on the topic of cybersecurity, the company will 

be vulnerable to the severe threats present in their external business environment. Their lack of awareness could indicate 

negative or resistant behaviour, which has the potential to compromise the safety of the business and its data (Bulgurcu etal., 

2010; Donalds and Osei-Bryson, 2020; Hu etal., 2007). In addition, a positive outlook towards following the policies that 

govern the security of information systems is a strong indicator that the employee will follow them (Ifinedo, 2012; Venkatesh 

et al., 2003). 

Because of the growing availability of internet connectivity, the level of sophistication and frequency of cyberattacks have 

noticeably risen. The continuation of this detrimental behaviour has had significant and extensive negative consequences, 

affecting not only businesses and entire sectors but also national governments (Tran et al., 2024). Consequently, governments 

have enacted targeted measures to protect networks associated with national security. The goal is to enhance the legal structure 

of network information security to guarantee the strong safeguarding of vital national defence information. To achieve this, 

governments must prioritise an evaluation of the capabilities and practical expertise of the people in charge of the networks. 

Moreover, the establishment of a comprehensive legislative framework is essential for effective control of network information 
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security, especially to mitigate risks and counteract threats in the digital realm. The Vietnamese Congress passed the 

Cybersecurity Law on 12 June 2018, and it became effective on 1 January 2019. The objective of this law is to oversee actions 

intended to maintain social order and security in the digital domain, specifying the responsibilities of pertinent authorities, 

organisations and individuals. However, it is essential to conduct further research and enhance institutional governance in 

terms of security, education, training and awareness (SETA) programmes and the provision of policies. This is imperative to 

ensure the safety of employees in the workplace during internet usage and online transactions. 

Intentional behaviour is intricately tied to both cybersecurity awareness and attitude (Sommestad et al., 2015; Wiafe et al., 

2020), but just a few comprehensive studies of awareness, attitude, intention and behaviour have combined theories of planned 

behaviour (TPB) and protection motivation theory (PMT) with institutional governance (IG). IG is demonstrated to be strongly 

motivated by employee protection behaviour in policy compliance (Hina et al., 2019). However, little is understood about how 

these factors influence employees' awareness, leaving a gap in the literature that our research fills by 

 

exploring the factors that may inspire employees to comply with security policies and by encouraging the discovery and 

improvement of awareness of antecedents’ attitudes. Hence, in this study, we integrate TPB and PMT into a research 

framework to investigate the interplay between employee cybersecurity awareness and attitude towards compliance as an 

explicit measure of employee protective behaviour under institutional governance. Specifically, we address the following 

research questions: 

RQ1. How does institutional governance influence cybersecurity awareness? 

RQ2. What is the impact of cybersecurity awareness on the relationship between employee protective behaviour and a 

cybersecurity compliance attitude with a mediating role played by intention towards information security policy compliance 

(ISPC)? 

The rest of this paper proceeds as follows: Section 2 reviews the literature and formulates our hypotheses. Section 3 describes 

the data and the research model. Section 4 provides empirical results. Section 5 discusses the findings. Section 6 describes the 

theoretical and practical contributions. Section 7 concludes the paper, describes the limitations and offers some 

recommendations for further research. 

2.  Literature review and hypothesis development 

2.1 Protection motivation theory 

The PMT was first introduced by Rogers (1975) to depict the incentives of people to engage in protective behaviours when 

they are exposed to a danger signal. It also implies that people are motivated to engage in risk-avoidant activity because they 

want to keep themselves safe (Janmaimool, 2017). Specifically, this theory posits that when individuals are faced with the 

potential for a negative outcome, they typically adopt a certain set of cognitive processes to decide how to react. Moreover, it 

is structured in terms of two processes: threat appraisal and coping appraisal. 

First, threat appraisal is a cognitive process that people use to evaluate risk. It takes into account three important elements 

considered antecedents of individuals’ adaptive actions: threat vulnerability, threat severity and threat susceptibility (Rippetoe 

and Rogers, 1987). Second, coping appraisal is described as an individual’s capacity to engage in protective behaviours when 

facing a threat (Janmaimool, 2017). Importantly, the elements of the coping appraisal are response efficacy, self-efficacy and 

response cost (Li et al., 2019). 

PMT has been validated in psychology (Floyd et al., 2000), research conducted on information security (Vance et al., 2012; 

Wall and Warkentin, 2019), home computer use (Tsai et al., 2016), consumers (Kim et al., 2022) and anti-plagiarism software 

adoption (Lee, 2011). Thus, PMT provides a solid framework for building a research model to incorporate cybersecurity 

awareness into this study. 

2.2     Theory of planned behaviour 

The TPB is a behaviour model commonly used to explain and indicate the role of an intrinsic driver in shaping human 

behaviour. Moreover, this theory holds that people are rational and have beliefs and knowledge, which are obtained 

systematically through personal experiences, formal education, media and interactions with family and friends. As a result, 

they tend to interpret and remember to determine their deliberate conduct. Individual attitudes and subjective norms about 

performing a behaviour shape a behavioural intention, which is an essential element of actual behaviour (Ajzen, 1991). 

Specifically, the TPB has been adopted in e-service (Liao et al., 2007), communication technologies (Moletsane and Tsibolane, 

2020; Teo and Beng Lee, 2010; Yousuf et al., 2023), 

IJOA                     health communication (Wu and Kuang, 2021) and information security (Alanazi et al., 2022). 
This study expands upon the TPB's examination of the impact of attitude and intention on employee behaviour.  
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2.3  Cybersecurity awareness 

The importance of security awareness in perceiving dangers that threaten workplace resources needs to be emphasised 

(Bulgurcu et al., 2010). In addition, information security awareness refers to the extent to which users comprehend the 

significance of information security and their obligations and actions in performing aspects of information security control 

adequately to secure the firm's data and networks (Shaw et al., 2009). Similarly, cybersecurity awareness refers to the 

knowledge and practice of securing a firm's digital infrastructure (Alghamdi, 2021). 

Self-efficacy, response efficacy and perceived barriers are all regarded as crucial factors in determining the level of 

cybersecurity awareness (Alghamdi, 2021). The PMT serves as the foundation for the development of this construct, which is 

shown to be a second-order construct. This construct consists of self-efficacy, response efficacy and perceived barriers, thereby 

measuring specific aspects of cybersecurity awareness. This second-order construct enables the incorporation of three different 

aspects of cybersecurity awareness. It provides a comprehensive and holistic representation of the concept, capturing its 

multifaceted nature. 

First, self-efficacy is the assessment of a person's capacity for protective behaviour - whether the individual has the skills, 

experience and tools required to perform work responsibly (Maddux and Rogers, 1983). Similarly, when people believe in 

their own skills as well as having a high level of self-efficacy to accomplish a goal, they are more likely to take the next step 

towards realising that goal. Second, response efficacy evaluates the effectiveness of an adaptive reaction to mitigate a threat 

(Rogers, 1975). Likewise, response efficacy refers to employees' confidence that a suggested action would successfully 

mitigate an existing hazard (Boss et al., 2015). Finally, perceived barriers refer to the employee's perceived inconvenience and 

expense associated with engaging in cybersecurity protection activities (Li etal., 2019). 

2.4  Institutional governance and cybersecurity awareness 

Institutional governance includes the establishment of policies, responsibilities, standards and guidelines to ensure the secure 

and appropriate use of information system resources (D'Arcy et al., 2009). More precisely, this study focuses on the 

concentration of institutional governance in the areas of the provision of policies as well as SETA programmes. 

First, because of its comprehensive outline of employee responsibilities and the consequences of non-compliance, a security 

policy is very likely to capture the attention of employees and enhance their understanding of security measures (Hwang et 

al., 2021). Likewise, employees may encounter difficulties in comprehending and implementing policies if they are excessively 

complex. Moreover, they may encounter confusion or a lack of confidence because of uncertainty over the appropriate course 

of action. Thus, the visibility of policies greatly influences the degree to which employees adhere to them in relation to 

organisational security (Siponen et al., 2009). Furthermore, a lack of security standards may contribute to confusion about the 

definition of effective system functionality (Straub, 1990). Corporate information security policies are a fundamental 

component of strategies for managing information system security (Chan et al., 2005). Importantly, prior empirical studies 

have demonstrated a strong relationship between the provision of policies and security awareness (Chan etal., 2005; Hwang 

et al., 2021; Zwilling etal., 2022). 

 

Second, SETA programmes serve as the primary means of spreading protection-                                                                                                                                                               
 From 

motivated behaviours at firms and, therefore, are valuable precursors to PMT assessment awareness to (Posey et al., 2015). 

In particular, SETA programmes use various formats, such as seminars,                                                                                                                                                      

 behaviour 

workshops and drills, to emphasise and enhance employees’ security knowledge, awareness and capabilities. The events aim 

to educate employees about the company’s information security architecture, as well as its policies, procedures and practices, 

to ensure regulatory compliance. These programmes are designed to equip employees with the necessary information and 

expertise to identify risks, implement preventive actions, comply with rules 

______________________________________________________________________________________ 

and procedures and maintain security (Lee and Lee, 2002; Whitman, 2003). Similarly, effectively implemented SETA 

programmes can educate employees on the hazards that they encounter, the gravity of security risks that they face and the 

optimal methods for safeguarding themselves against such risks (Zwilling et al., 2022), thereby facilitating widespread 

awareness of the significance of an information system policy (Chen et al., 2015). Essentially, security education has been 

demonstrated to enhance employees’ understanding of and interest in the matter (Siponen et al., 2009), ultimately decreasing 

risky behaviour (Eminagaoglu etal., 2009). Furthermore, it is evident that education and training can raise the competence of 

personnel to perform their duties (Chen et al., 2015). 

Understanding information security is essential for preventing data breaches in the presence of increasing risks and 

vulnerabilities (Allam et al., 2014). Scholars also highlight the impact of SETA programmes on employees’ cybersecurity 

awareness (D’Arcy et al., 2009; McCrohan et al., 2010; Posey et al., 2015; Siponen et al., 2009). Specifically, SETA 
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programmes are proven to have a positive connection with self-efficacy (Hina et al., 2019) and response efficacy (Workman, 

2009). In general, training programmes raise participants’ level of knowledge about security and improve their propensity to 

act safely in the workplace. Because SETA promotes the merits of established safety procedures, this study examines the 

notion that individuals who adhere to institutional governance in terms of the provision of policies and SETA programmes are 

more likely to have a heightened level of cybersecurity awareness. Therefore, we propose the following hypotheses: 

. The provision of policies is positively related to cybersecurity awareness. 

H2. SETA programmes are positively related to cybersecurity awareness. 

2.5     Cyốersecnrity awareness and intention towards information secnrity policy compliance Integration of the PMT’s core 

elements - self-efficacy, response efficacy and perceived barriers - enables a more comprehensive evaluation of cybersecurity 

awareness. When employees understand the seriousness of the security threats that their firm encounters, they are more 

motivated to follow established information security measures (Siponen et al., 2009). Employees’ failure to implement basic 

security measures is caused by information security hurdles (Ng et al., 2009). When employees believe that the barriers to 

enforcing cybersecurity regulations are strong, they are less inclined to adopt precautionary measures. Furthermore, employees 

are highly motivated to follow these regulations because of their high levels of self-efficacy and response efficacy (Siponen et 

al., 2009). The PMT indicates that sensitivity may temper protective responses, such as going the extra mile to ensure one’s 

own safety (Herath and Rao, 2009; Ifinedo, 2012; Vance et al., 2012). 

Senior management and information technology security staff must prioritise information security in any organisation (Safa et 

al., 2016). Information security includes technical and non-technical measures. Technical measures of information security at 

organisations include hardware measures such as firewalls, antivirus software, data 

IJOA                     backup, access control, encryption and continuous monitoring to detect threats (Ifinedo, 
2012). Meanwhile, non-technical measures include human and organisational behaviour (Ifinedo, 2014). These measures 

improve ISPC by applying sociological, psychological and organisational behaviour theories to information security (Ifinedo, 

2014). 

In particular, previous empirical studies illustrate that perceived awareness of cyber threats strongly influences cybersecurity 

behaviours (Alanazi et al., 2022; Dinev and Hu, 2007; Meso et al., 2013). Instructions on how to avoid harm raise people's 

awareness of possible threats (van Bavel et al., 2019). Therefore, we propose a new hypothesis that delves more deeply into 

the effect of ISPC on increasing individual awareness and, consequently, improving cybersecurity behaviours: 

H3. Cybersecurity awareness is positively related to an intention towards ISPC. 

2.6  Cybersecurity awareness and a compliance attitude 

Ensuring information security depends greatly on fostering awareness. Specifically, our attitudes play a pivotal role in 

influencing the stimuli on which we choose to focus and that we choose to ignore, functioning as essential factors that shape 

human behaviour. People's “attitudes” refer to their emotional response to a particular act, reflecting a trained tendency to 

evaluate things in a given manner. Attitudes are moulded by people's viewpoints, intentions and knowledge, which collectively  

influence their outlook on a particular object. Individuals who have a positive disposition towards a specific matter are more 

inclined to demonstrate the constructive behaviours associated with it. Furthermore, when individuals consider a particular 

threat to be substantial, they recognise the need for compliance attitudes that minimise risk. But if they do not regard the threat 

as relevant, their recognition of its importance is lower (Hina et al., 2019; Menard et al., 2017). Similarly, individuals who 

believe that they are impervious to risk are less likely to engage in precautionary measures to mitigate it. Consequently, their 

chances of sustaining injuries are higher (Ifinedo, 2012). Essentially, policies are better understood after awareness-raising 

campaigns, and, consequently, people generally have a more positive outlook on complying with them (Dinev and Hu, 2007; 

Ma, 2022; Parsons et al., 2014; Williams, 2008). Hence, we speculate that an employee with a heightened perception of 

vulnerability demonstrates more compliance with security awareness policies and makes additional effort to maintain the 

integrity of task security. Thus, the following hypothesis is proposed: 

H4. Cybersecurity awareness is positively related to compliance attitude. 

2.7  Cybersecurity compliance attitude, information security policy compliance and employee protective behaviour 

According to TPB, people's attitudes are the driving force behind their actions (Ajzen, 1991). Given that attitude is a strong 

predictor of intention, it is crucial to perform TPB studies on this aspect (Bulgurcu et al., 2010; Ifinedo, 2012; Mahon et al., 

2006; Zhang et al., 2009). Individuals are more likely to comply with laws and regulations if they have a positive attitude 
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towards doing so. Hence, a positive disposition towards ISPC implies a willingness to engage in activities that maintain ISPC. 

Likewise, strong attitudes, marked by high levels of confidence and consistency, are more likely to affect behaviour. A positive 

opinion of ISPC greatly increases the probability of compliance with regulations (Wiafe et al., 2020). 

Empirical research has shown that holding a positive attitude towards cybersecurity regulations results in a higher level of 

compliance with norms and standards related to ISPC 

 

(Bulgurcu et al., 2010; Dinev and Hu, 2007; Guo et al., 2011; Herath and Rao, 2009; Ng et al., 2009; Siponen et al., 2014; 

Swaim et al., 2014). This, in turn, has a substantial impact on employees’ adoption of protective behaviours (Maalem Lahcen 

et al., 2020; Ng et al., 2009; Siponen et al., 2014). Therefore, we assume that individuals with a cybersecurity compliance 

attitude have a positive attitude towards engaging in ISPC and protective behaviour. Based on these arguments, the fifth and 

sixth hypotheses are proposed: 

H5. Cybersecurity compliance attitude is positively related to intention towards ISPC. 

H6. Cybersecurity compliance attitude is positively related to employee protective behaviour. 

2.8  Intention towards information security policy compliance, cybersecurity awareness and employee protective 

behaviour 

First, intention is a crucial factor in anticipating behaviour because it reveals a motivation for engaging in that behaviour  

(Armitage and Conner, 2001). According to the TPB, an individual’s intention is a cognitive representation of the purpose that 

precedes action and is therefore the direct antecedent of the behaviour (Ajzen, 1985). In other words, the possibility that people 

engage in a desirable behaviour will be borne out depends on the interest in that behaviour that they feel. S imilarly, it is 

assumed that individuals take actions consistent with their goals when presented with an attractive opportunity and they 

evaluate them as beneficial incentives. It has been well established that intention towards ISPC plays a part in determining 

employees’ protective behaviour (Swaim et al., 2014). 

Second, employees need to be informed of the risks in the cyber world so that they can take measures to protect themselves 

and their firm. Employees are less likely to implement cybersecurity procedures enthusiastically if they perceive substantial 

barriers (Ng and Xu, 2007). They become more cautious about potentially risky behaviours that could jeopardise corporate 

security. Moreover, they are more inclined to take safety precautions if they believe they have the skills to respond successfully 

to any given scenario (Johnston and Warkentin, 2010). A high sense of self-efficacy in cybersecurity means that employees 

are confident about their ability to implement additional security measures. In other words, they are more inclined to practice 

safety awareness and preventive measures. Therefore, employees are more likely to abide by information security policies if 

they are made aware of the likelihood and consequences of disobeying those policies (Tsohou et al., 2015). Previous research 

demonstrates that cybersecurity awareness strongly influences cybersecurity behaviours (Lee and Kim, 2023; Li et al., 2016, 

2022). Finally, based on the previous discussion, we assume that employees who intend to comply with information security 

policies are more likely to be aware of cybersecurity risks, leading to the implementation of preventive measures. Thus, the 

seventh and eighth hypotheses are posited: 

H7. Intention towards ISPC is positively related to employee protective behaviour. 

H8. Cybersecurity awareness is positively related to employee protective behaviour. 

Figure 1 depicts our research model, comprising the eight hypotheses on incorporating IG with PMT and TPB. In the model, 

cybersecurity awareness is a second-order construct consisting of three first-order constructs: perceived barriers, self-efficacy 

and response efficacy. By establishing cybersecurity awareness as a second-order construct, this study differs from previous 

studies discussed in the literature review. 

 

3.  Methodology 

3.1    Measurement 

The survey instrument in this paper was developed based on existing literature. The questionnaire items are evaluated using a 

seven-point Likert scale, ranging from 1 (strongly disagree) to 7 strongly agree). The scales used for measurement are adapted 

from previous research. In particular, the provision of policies and SETA programmes was measured with scales adapted from 

previous study (Hina et al., 2019), and intention towards ISPC was measured with scales adapted from prior studies (Hina et 

al., 2019; Ifinedo, 2012). To measure cybersecurity awareness, self-efficacy was adapted with a seven-item scale from previous 

research (Hina et al., 2019; Ifinedo, 2014; Li et al., 2019); response efficacy was adapted with a ten-item scale from previous 

studies (Hina et al., 2019; Ifinedo, 2012; Li et al., 2019; Vance et al., 2012; Wong et al., 2022); and perceived barriers were 
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adapted from Li et al. (2019). The attitude was measured with a three-item scale adapted from Hina et al. (2019) and Ifinedo 

(2014). Finally, employee protective behaviour was adapted with a three-item scale from Li etal. (2019). Appendix Table A1 

describes the items measured in further detail. 

3.2  Data collection 

Between October 2022 and April 2023, self-administered survey forms were distributed to a diverse group of employees at 

the firm in major urban areas and provinces in Vietnam. We distributed a total of 750 questionnaires, of which 594 were 

returned, for a response rate of 79.2%, and among the returned questionnaires, 323 were considered suitable for inclusion in 

the study. The adequacy of the sample size was determined based on the study conducted by Hair et al. (2014). Questionnaires 

that fail to meet any of the following standards are deemed invalid and subsequently discarded. Two conditions might indicate  

potential issues with the survey data: first, if all respondents provide identical responses to all questions, such as selecting 

either the lowest or highest rating option for each item; second, if respondents complete the questionnaire in less than 2 min, 

as identified by Collier and Sherrell (2009). 

This study uses a t-test to evaluate the demographic characteristics of the initial and final respondents, as recommended by 

previous studies, to minimise any potential nonresponse bias (Collier and Sherrell, 2009; Han et al., 2017). Based on the 

absence of observable distinctions between the two cohorts of participants, nonresponse bias does not appear to 

 

pose a significant concern. Table 1 provides an overview of the basic information about the respondents and their respective 

firms. 

4.  Results 

Partial least squares-structural equation model approach (PLS-SEM) is used to answer research questions by examining the 

interrelationships between the dependent, mediating and independent variables. In evaluating connections among the variables,  

PLS-SEM considers the precision of the measurements and how well the data match the conceptual model. 

4.1 Measurement model assessment 

R2 indicates how well the sample predicts the endogenous variables. An acceptable threshold value is 0.13, and a high value 

is 0.26 (Hair et al., 2019). R2 for cybersecurity awareness, cybersecurity compliance attitude, intention towards ISPC and 

employee protective behaviour is 0.636,0.162,0.570 and 0.468, respectively. Therefore, the results are satisfactory.  

Table 2 shows the critical coefficients for evaluating convergence and discriminant validity. First, the factor loadings of the 

measurement variables were calculated to evaluate their convergent validity. Convergence validity is satisfied because the 

factor loading score of each item is greater than the threshold of 0.5 (Hair et al., 2010). Second, Cronbach’s alpha is a statistic 

used to assess the reliability and validity of a measurement instrument. The coefficients for each of the structures exceed the 

criterion of 0.6 (Hair et al., 2010). Next, composite reliability (CR) values are above the cutoff of 0.70, indicating that the 

measurement model is trustworthy and consistent. Finally, average extracted variance (AVE) is used to evaluate the 

discriminant validity. In particular, the discriminant validity of the constructs is confirmed because the AVE values are above 

the 0.5 cutoff (Hair et al., 2010). 

The criterion of Fornell and Larcker and the heterotrait-monotrait (HTMT) ratio were evaluated to establish discriminant 

validity. The discriminant validity using HTMT should have a value of less than 0.90 for the correlation between the constructs 

to demonstrate the absence of a discriminant issue (Henseler et al., 2015). Table 3 illustrates that all indicators of the constructs 

generated are less than 0.9. Moreover, using the square root of the AVE, as suggested by Fornell and Larcker, we confirm the 

instrument’s discriminant validity (Fornell and Larcker, 1981). Table 3 shows that the AVE’s square root has higher 

Demographic characteristics Category n = 323 % 

Gender Male 217 67.18 

  Female 106 32.82 

Age 18-30 years 52 16.10 

  31-40 184 56.97 

  Over 40 years 87 26.93 

Education level High school 66 20.43 

  Undergraduate 187 57.89 

  Postgraduate 70 21.67 

Years of experience Less than 3 years 49 15.17 
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  3-5 years 67 20.74 

  More than 5 years 207 64.09 

Organisational scale Less than 50 employees 97 30.03 

  51-100 employees 68 21.05 

Source: Created by the authors 

More than 100 employees 158 48.92                      Table 1. 

Key characteristics of respondents 

 

Table 2. Measurement assessment 

 

 

Created by the authors discriminant validity than any of the other components, thus indicating satisfactory discriminant validity. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.2 Common method bias Several scholars have discovered that complete collinearity can be used to detect common method 

bias (CMB). Following Kock (2015), if the full collinearity value (FCVIF) is below 3.3, 

 

Construct ATT EPB ISPC PB PP RE SETA SE 

HTMT ratio 

Cybersecurity compliance attitude 

(ATT) Employee protective 

behaviour (EPB) 0.467 

              

Intention towards ISPC (ISPC) 0.540 0.726             

Perceived barriers (PB) 0.031 0.030 0.055           

Provision of policies (PP) 0.487 0.743 0.733 0.063         

Response efficacy (RE) 0.495 0.733 0.779 0.072 0.809       

SETA programmes (SETA) 0.378 0.730 0.714 0.073 0.889 0.774     

Self-efficacy (SE) 0.303 0.720 0.646 0.070 0.682 0.798 0.743   

Fornell-Larcker criterion 

Cybersecurity compliance attitude 

(ATT) 0.900 

              

Employee protective behaviour 

(EPB) 

0.425 0.924             

Intention towards ISPC (ISPC) 0.491 0.676 0.912           

Perceived barriers (PB) -0.016 -0.007 -0.021 0.826         

Provision of policies (PP) 0.441 0.683 0.682 -0.058 0.904       

Response efficacy (RE) 0.449 0.689 0.731 -0.037 0.760 0.805     

SETA programmes (SETA) 0.348 0.682 0.675 -0.068 0.840 0.745 0.926   

Self-efficacy (SE) 0.282 0.666 0.608 -0.079 0.638 0.763 0.707 0.86

3 
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Note: The square 

roots of the AVEs 

are shown in 

italics on the 

diagonal Source: 

Created by the 

authors 

then the data have 

no concerns 

related to 

collinearity. 

Table 2 

demonstrates that 

all the latent 

constructs in the 

data have an 

FCVIF value of 

less than 3.3, 

signifying the 

absence of CMB 

issues. 

The results of the 

hypotheses tests 

are presented in 

Table 4. The 

findings show that 

all eight 

hypotheses are 

accepted at a 

significant level. 

In addition, 

indirect effects 

were estimated to 

determine the 

mediating impacts 

of ISPC and the 

cybersecurity 

compliance 

attitude on the 

relationships 

among CSA, 

ISPC, 

cybersecurity 

compliance 

attitude and 

employee 

protective 

behaviour. As a 

result, Table 5 illustrates that cybersecurity compliance attitude partially mediates the association between CSA and intention 

towards ISPC. Moreover, ISPC partially mediates the relationships between ATT and EPB as well as CSA and EPB. 

5.  Discussions 

This study enhances comprehension of the elements that contribute to ISPC and protective behaviour at businesses by creating 

and assessing a research model combining two current 

Hypothesis b t-value p-value Result 

Constructs Indicators 

Loadings 

(>0.5) 

Alpha 

(a > 0.7) 

CR 

(>0.7) 

AVE 

(>0.5) 

FCVIF 

(<3.3) 

Provision of policies (PP) PP1 0.890 0.925 0.927 0.817 3.033 

  PP2 0.933         

  PP3 0.871         

  PP4 0.920         

SETA programmes (SETA) SETA1 0.927 0.959 0.960 0.858 3.099 

  SETA2 0.931         

  SETA3 0.943         

  SETA4 0.928         

  SETA5 0.903         

Cybersecurity awareness 

(CSA) 

            

Response efficacy (RE) RE1 0.860 0.939 0.960 0.648 1.480 

  RE2 0.848         

  RE3 0.825         

  RE4 0.813         

  RE5 0.793         

  RE6 0.812         

  RE7 0.803         

  RE8 0.842         

  RE9 0.737         

  RE10 0.704         

Self-efficacy (SE) SE1 0.846 0.942 0.944 0.744 1.944 

  SE2 0.898         

  SE3 0.825         

  SE4 0.895         

  SE5 0.910         

  SE6 0.824         

  SE7 0.834         

Perceived barriers (PB) PB1 0.753 0.830 1.177 0.683 1.045 

  PB2 0.742         

  PB3 0.965         

Intention towards ISPC 

(ISPC) ISPC1 0.879 0.932 0.934 0.832 1.542 

  ISPC2 0.924         

  ISPC3 0.939         

  ISPC4 0.905         

Cybersecurity compliance ATT1 0.893 0.883 0.884 0.810 1.334 

attitude (ATT) ATT2 0.911         

  ATT3 0.869         

Employee protective EPB1 0.915 0.914 0.925 0.854 1.140 

behaviour (EPB) EPB2 0.940         

  EPB3 0.916  

  

      



30 
 

H1.PP ! CSA 0.348 3.182 0.001 Supported 

  

H2. SETA ! CSA 0.483 4.755 0.000 Supported 

  

H3. CSA ! ISPC 0.722 13.780 0.000 Supported 

  

H4. CSA ! ATT 0.403 4.852 0.000 Supported 

  

H5. ATT ! ISPC 0.239 3.274 0.001 Supported 

  

H6. ATT ! EPB 0.270 3.673 0.000 Supported 

  

H7. ISPC ! EPB 0.616 8.080 0.000 Supported 

Table 4. H8. CSA ! EPB 0.494 4.852 0.000 Supported 

        Hypothesis test 

Source: Created by the 

authors 

        results 

                              theoretical frameworks. It adds to the literature on cybersecurity by creating a conceptual 

framework for promoting cyber-safe practices in the workplace and addresses a gap in knowledge by integrating the TPB and 

the PMT within a theoretical framework. Our findings can be used by practitioners to enhance their efforts to inspire adherence 

to safety protocols by employees. 

5.1 Institutional governance in raising cybersecurity awareness 

Our findings build on current knowledge by highlighting the significance of effective institutional governance in increasing 

employee awareness regarding cybersecurity. The results indicate that implementing well-designed policies might boost 

people's understanding of cybersecurity concerns, implying that effective laws could increase awareness of these threats. The  

primary goal is to ensure that employees have the necessary knowledge and confidence to implement these security measures 

and are firmly convinced that adhering to these standards would help in preventing security breaches. This result aligns with  

the findings in previous studies on the impact of policies on cybersecurity awareness (Chan etal., 2005; Hwang et al., 2021; 

Zwilling et al., 2022). Similarly, our findings demonstrate a clear association between SETA programmes and increased 

knowledge and understanding about cybersecurity. Employees are more likely to adopt safety precautions if they have a 

comprehensive understanding and awareness of the challenges associated with identifying instances of misuse. This finding is 

likewise in line with those in previous studies (D'Arcy et al., 2009; McCrohan etal., 2010; Posey etal, 2015; Siponen etal, 

2009). 

5.2  Importance of information security compliance in boosting employee protective behaviour According to prior 

findings on information security, strong awareness of the importance of compliance, security intention and attitude is critical. 

As shown in previous research, cybersecurity awareness and intention towards ISPC are strongly correlated (Alanazi et al., 

2022; Bauer and Bernroider, 2017; Dinev and Hu, 2007; Meso et al., 2013; van Bavel et al., 2019), cybersecurity awareness 

significantly impacts cybersecurity behaviours (Lee and Kim, 2023; Li et al, 2016, 2022). Also, cybersecurity awareness is 

positively related to compliance attitudes, which is consistent with previous studies (Bin-Abbas and Bakry, 2014; Dinev and 

Hu, 2007; Handford etal, 2015; Ma, 2022; Parsons etal., 2014; Williams, 2008). Therefore, it is imperative for managers to be 

aware of the importance of employee compliance with ISPC. 

The results of this study demonstrate a correlation between attachment and attitudes regarding the intention to comply with 

ISPC, aligning with prior research (Dinev and Hu, 2007; Guo et al., 2011; Herath and Rao, 2009; Siponen et al., 2014; Swaim 

et al., 2014). The cybersecurity compliance attitude shapes employee protective behaviour (Maalem Lahcen et al., 2020; Ng 

et al., 2009; Siponen et al., 2014). Similarly, the intention towards ISPC has a positive and significant impact on employee 

protective behaviour, consistent with prior 
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Hypothesis 

Type Estimates t-values p-values Remarks 

  

H3. CSA ! ISPC Direct 0.722 13.780 0.000 Supported 

  Csa ! ATT ! ISPC Indirect 0.096 2.411 0.016 Complementary (partial 
mediation) 

  H6. ATT ! EPB Direct 0.270 3.673 0.000 Supported 

  Att! ISPC ! EPB Indirect 0.147 3.547 0.000 Complementary (partial 
mediation) 

  H8. CSA ! EPB Direct 0.494 4.852 0.000 Supported 

Table 5. 

Csa ! ISPC ! EPB Indirect 0.386 4.575 0.000 Complementary (partial 

mediation) 

Mediating effects Source: Created by the 

authors 

        

findings (Swaim et al., 2014). The level of intention and the likelihood of compliance are directly related. Many organisational 

cultures may commend the crucial principles that all employees must follow without evaluating their willingness or 

commitment to these ideas. When people understand the reason for an activity, they are more likely to put greater effort into 

carrying it out. Most employees do not have sufficient competence in their fields because of a lack of training in cybersecurity, 

leading to a lack of comprehension and acknowledgement of the difficulty in carrying out sustainable cybersecurity projects. 

Thus, firms need to improve their strategy for understanding and predicting people’s actions when they have stronger 

behavioural intentions. 

5.3     Mediating effects 

The results on the partial mediation of cybersecurity compliance attitudes offer behavioural insights by emphasising the 

influence of attitudes on compliance intentions. First, they highlight that individual views and attitudes towards cybersecurity 

activities are crucial for turning awareness into specific behavioural intentions about compliance with information security 

policies. Second, the result that ISPC is a partial mediator implies that employees’ intentions, influenced by their attitudes, 

play a crucial role in determining the protective behaviours they display in the workplace. 

6.   Theoretical and practical contributions 

6.1    Theoretical contributions 

The main goal of this study is to strengthen ISPC by combining security expertise, raising awareness of cybersecurity and 

encouraging a compliance-focused mindset to enhance employee behaviours that protect against potential attacks. This study 

focuses on policy provision and SETA programmes in cybersecurity literature, filling a notable gap. The structure is extensive 

and tailored for organisations in developing countries. The study uses a unique method by combining the PMT and the TPB 

to explore the connections between awareness, attitude, intention and behaviour. It examines institutional governance in the 

realm of cybersecurity. This research makes important theoretical contributions to the development of a cybersecurity strategy 

plan by integrating successful methods and suggesting enhancements in employees’ preventive activity. Thus, it highlights the 

need for security managers to integrate security policies and resources into workplace culture to promote secure behaviours 

by employees. 

6.2     Practical contributions 

Our research findings have significant ramifications for professionals in the information security industry. First, an effect ive 

institutional governance framework should support staff involvement in activities. Managers must create and disseminate 

comprehensive guidelines, protocols and benchmarks for all aspects of cybersecurity. This helps employees understand their 

duties in protecting confidential information. Strategic managers should conduct a thorough educational campaign to improve 

the organisation’s comprehension of these security concepts. Security events that have been disclosed outside the organisation 
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should be discussed in staff meetings and training sessions. Individuals who show strong dedication to following information 

security standards should be acknowledged for their efforts. 

Second, security managers should arrange training and awareness programmes to instruct employees about the company’s 

security procedures. Organisations should consider SETA as a motivator and stress the importance of being alert to possible 

dangers. Training programmes should contain examples of security breaches at other organisations that resulted from the 

installation of “free” software, along with various scenarios that 

                              encompass all areas of the internet service provider. Organisations should encourage the 
exchange of knowledge and experiences about the handling of cyber risks and the prevention of threats. Managers can 

encourage employees to share their knowledge on information security using internal and external incentives. 

Finally, it is essential for staff to understand potential cyber threats as part of successful information security management. 

Security management should highlight the benefits of ISPC for customers and organisations, while also underscoring the 

drawbacks of noncompliance. Monetary rewards, public acknowledgement and opportunities for career advancement might 

inspire individuals to participate in desirable security-related activities. Senior management should engage in strategic planning 

to persuade staff that information security concerns are real and have the potential to cause the firm significant harm. 

Information security awareness requires continual revision of awareness campaigns to adapt to the ever-evolving risks and 

threats. Integrating awareness initiatives fully into the company culture is essential for guaranteeing that employees are well 

informed. Effective information security awareness training hinges on the training’s relevance and consistency. 

7.  Conclusion and limitations 

The purpose of this research is to analyse the impact of cybersecurity awareness on employees at firms in Vietnam. These 

connections are emphasised through the use of a quantitative research method to analyse primary data. The protection of a 

company’s information assets increasingly depends on employees’ adherence to security regulations and protective activity. 

In this paper, we develop a model by combining the PMT and the TPB to define employees’ tendency to comply with the 

information security system. The enhancement of these frameworks with an examination of institutional governance enables 

us to offer a comprehensive understanding of cybersecurity. This study explores the human element of information security, 

providing clear ways to manage and guide employee adherence to information security systems. Essentially, it offers a valuable 

understanding of the complex nature of protecting information assets at a company, highlighting the crucial role of employee 

actions and the interaction between psychological theories and institutional governance in establishing a strong information 

security system. 

Although this study enhances our comprehension of cybersecurity, it is crucial to recognise a few significant constraints. First, 

our research model does not cover all critical factors, such as protective knowledge, perceived risk, training support, 

longitudinal field interventions, work experience, organisational culture and operations management, which may strongly 

influence employee protective behaviours. Therefore, future studies should consider these factors when building a research 

framework. Second, the study provides strong evidence of partial mediating effects, which implies that other factors or 

pathways might also contribute to the relationship as well. Thus, future research should perform empirical analysis to examine 

the fundamental elements that influence the moderating impact of other factors. Finally, this study does not distinguish between 

the types of business and ownership. Hence, future research should perform a cluster analysis, which might yield different 

results. 
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of conduct Minor 
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SETA3 

the latest threats to computer systems and how to 

protect myself 

My organisation provides employees with 

continuing Minor 

  

SETA4 

training on their role in maintaining computer 

security The information security educational 

sessions at my Minor 

  

SETA5 

organisation have prepared me to be fully 

informed about cybersecurity hazards 

The programs that raise awareness about 

information Minor 

    security at my organisation help me learn the 

required skills to adopt protective behaviour 

  

 

Self-efficacy (SE) SE1 

I am confident that I have enough essential skills 

to Minor 

  

SE2 

safeguard against any breaches of information 

security 

I am confident that I can keep my information 

privacy Minor 

  

SE3 

safe through my own efforts 

I employ security protocols (firewall, antivirus, 

etc.) on Minor 

  

SE4 

my work-related computers 

I have confidence in my ability to shield myself 

from Minor 

  

SE5 

breaches in information security 

I am comfortable adjusting the security level in 

my Minor 

  

SE6 

web browser 

I believe that I can deal with files that are 

infected with Minor 

  

SE7 

viruses 

I am confident in my ability to eliminate spyware 

and Minor 

Perceived barriers PB1 

malware from my computer 

Verifying an email with attached files is 

inconvenient Minor 

(PB) PB2 Making changes to personal privacy settings on 

social 

Minor 

  

PB3 

networking platforms is inconvenient 

Regularly backing up a computer is inconvenient 
Minor 

Intention towards ISPC1 I intend to safeguard information resources and Minor 

ISPC (ISPC) 

ISPC2 

technology in accordance with the organisation’s 

information security policies 

In the future, I intend to comply with the rules laid Minor 

  

ISPC3 

down in the organisation’s information security 

policies 

In the future, I intend to fulfil my duties regarding Minor 

  

ISPC4 

information security policies 

I intend to uphold my commitment to complying 

with Minor 

Cybersecurity ATT1 

the organisation’s information security policies 

Complying with the information security policies 

of Minor 

compliance attitude 

(ATT) 
ATT2 

my organisation is crucial 

I believe it is reasonable to adhere to information 
Minor 
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ATT3 

security policies 

Following the information security policies of my 
Minor 

Employee 

protective EPB1 

organisation is a commendable idea 

My computer always has the latest antivirus 

software Minor 

behaviour (EPB) 

EPB2 

installed 

I keep an eye out for unusual activity on the 

computer Minor 

  

EPB3 

(e.g. computer slowing down or freezing up, 

pop-up windows) 

I immediately act on any warnings about malware Minor 

 

Unraveling influential factors shaping employee cybersecurity behaviors: 

an empirical investigation of public servants in Vietnam 
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Abstract 
Purpose - Government employees must comply with policies on information security regulations, online security practices, 

social networking usage, internet addiction, online cyberthreats and other related habits. These activities are considered 

cybersecurity behaviors. Government social media (GSM) accounts are increasingly used to educate employees about 

cybersecurity risks. To support the effectiveness of cybersecurity practices in government organizations, the purpose of this 

study is to investigate the impacts of GSM and organizational policy compliance on employees’ cybersecurity awareness, 

motivation and behaviors. 

Design/methodology/approach - Data were obtained by administering a questionnaire survey to public personnel in Vietnam. 

A total of330 valid responses were obtained, and the research hypotheses were tested using partial least squares-structural 

equation modeling. 

Findings - First, cybersecurity awareness enhances information protection motivation and employee protective behavior. 

Second, GSM has positive impacts on cybersecurity knowledge and information protection motivation. Third, there is a strong 

positive association between information protection motivation and employee protective behavior. Finally, while 

organizational compliance significantly increases cybersecurity awareness, its impacton employee protective behavior is ind 

irect. 

Originality/value - This research enhances the literature on the behavioral dimension of cybersecurity. The primary objective 

of this study is to assess the influence of cybersecurity awareness on protective behaviors rather than intents and attitudes  

alone. Furthermore, this research integrates protection motivation theory and cultivation theory to provide a more thorough 

assessment of cybersecurity awareness and protective behavior. By investigating the impact of GSM on the level of 

cybersecurity awareness among employees within government organizations, this study provides valuable insights into the 

efficacy of recent governmental initiatives aimed at fostering cybersecurity. 

Keywords Organizational policy compliance, Government social media, Cybersecurity awareness, Information protection 

motivation, Employee protective behavior 

Paper type Research paper 

1.   Introduction 

Information and communication technologies (ICT) have become deeply integrated within national infrastructures and nearly 

all aspects of daily life (Li et al., 2022). The unprecedented penetration of ICT has helped organizations gain competitive 

advantages through improvements in system accessibility, communication speed and efficiency and reduced operating costs 

(Hasan et al., 2021). The adoption of digital finance has been more influenced by its potential benefits than by its perceived 

risks (Jain and Raman, 2023). Nonetheless, digital advancements can pose serious cybersecurity threats to organizations 

because of their dynamic features, complex multifunctionality and interconnectedness (Fosch-Villaronga and Mahler, 2021; 

Li eta/., 2019). Cyberattacks on businesses of all sizes and industries are increasing in frequency, volume and sophistication 

(Lu and Xu, 2019). Cyberattacks can cause severe damage to organizations by intentionally or unintentionally exposing 
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confidential information (Ou eta/., 2022). However, there are significant gaps in our understanding of the variations in 

cybersecurity awareness, knowledge and behavior among employees. 

The best way to reduce the threat of cyberattacks is to increase individual awareness. The term “cybersecurity awareness” 

refers to the extent to which individuals understand the significance of information security and their obligations to implement 

adequate levels of information security control to safeguard an organization’s data and networks (Shaw eta/., 2009). Most 

individuals do not fully understand which instruments are required for protection against cyber risks (Zwilling et a/., 2022). In 

addition, as the world becomes increasingly digitally interconnected, the most effective strategy for enhancing cybersecurity 

awareness is to improve the know-how of both citizens and employees in the business and public administration sectors 

(Zwilling eta/., 2022). To do so, organizations must establish policy compliance. Organizational policy compliance refers to 

the extent to which individuals conform to the prescribed rules, regulations, standards and guidelines of an organization. 

Organizational policies generally encompass a broad spectrum of domains, including but not limited to code of conduct, 

information security, data privacy, safety standards and human resources practices. Adherence to organizational policies 

guarantees uniformity, equity and legality in the activities and conduct of employees or members of the organization 

(AlKalbani eta/., 2017; Bauer eta/., 2017). However, empirical studies of the relationships between organizational policy 

compliance with cybersecurity awareness and employee protective behavior have yielded conflicting findings (Lee eta/., 2004; 

Lee and Larsen, 2009; Li eta/., 2019). Investigating these relationships in the public sector of an emerging market, such as 

Vietnam, has the potential to add new insights. 

Moreover, the role of protection motivation is significant in influencing employee behaviors pertaining to compliance with 

information security policies. Particularly, information protection motivation is the degree of employees' motivation to 

implement preventive measures against cyberattacks (Ma, 2022; Posey eta/., 2015; Vrhovec and Mihelic, 2021). This 

motivation is the result of threat appraisal and coping appraisal processes and operates as an intervening variable similar to 

other motives that induce, sustain and direct employees' activities (Martens eta/., 2019). According to the protection motivation 

theory (PMT), employees will take measures to protect themselves against cybersecurity risks when they see a threat and 

believe they possess the necessary abilities to handle the potential danger. However, individuals frequently have an insufficient 

awareness or understanding of how to safeguard themselves against cyberattacks (Klein and Zwilling, 2023). Employee 

protective behaviors are the steps that employees take to correctly address cybersecurity concerns (Li eta/., 2019; Tang eta/., 

2021). 

An organization's information security system is affected by many factors at the individual and organizational levels. 

Behavioral factors have recently been the focus of attention because employees directly control the accessibility, 

confidentiality and integrity of information (Ma, 2022). More than 70% of security breaches are because of employee 

negligence or inadequate compliance with organizational cybersecurity protocols (Alshaikh et a/., 2021). In some cases, 

employees are not sufficiently aware of the variety of attacks that are constantly altering the corporate security landscape 

(Zwilling et a/., 2022). For example, opening an email with an unfamiliar file extension or providing illegal access to others 

has the potential to expose the entire organization to cybersecurity breaches. In addition, employees tend to overlook 

mandatory security measures when completing tasks (Ifinedo, 2012), especially when managing multiple tasks simultaneously 

and facing stringent deadlines (Chowdhury eta/., 2019). Thus, given the important role of employees in 

 

cybersecurity, the government and organizations should examine and prioritize practices that effectively enhance employees' 

awareness and protective behaviors. 

Social media encompasses apps and social network platforms that are part of Web 2.0 technology. These platforms enable the 

development, diffusion and transmission of knowledge across communities of users (Del Vecchio et al., 2020). The growing 

popularity of social media influencers has led to the widespread adoption of influencer marketing in business strategies 

(Vrontis et al., 2021). Government social media (GSM) accounts enhance the dissemination of official information and provide 

new platforms that are accessible and beneficial to the general public (Islm etal., 2021). Specifically, GSM is the online 

presence established and overseen by a governmental department or organization across various social media platforms (Tang 

et al., 2021). Governments can use GSM to quickly provide information to citizens, keep them aware of the status of threats, 

prevent the spread of false data and provide assistance to victims of disasters (Guo etal., 2021). 

Specifically, studies of GSM have primarily focused on citizens’ reasons for interacting with GSM and categorizing emergency 

messaging strategies (Tang et al., 2021). The impact of GSM on citizens during acute outbreaks of disease, such as COVID-

19 or measles, has also been explored. However, there is a notable gap in understanding the impact of GSM on persistent 

issues spanning decades, such as cybersecurity attacks. A comprehensive understanding of these effects from a behavioral 

perspective will help GSM operators formulate effective engagement strategies and craft valuable messages. Likewise, 

governments can use social media accounts to increase awareness of cybersecurity threats, but the effectiveness of these efforts 
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has not been established. Importantly, limited research has been conducted on the expansion of cultivation theory within the 

framework of GSM. 

To address the above gaps, this study integrates PMT and cultivation theory to examine the effects of individual factors 

(awareness and motivation), organizational factors (cybersecurity policy) and GSM on employees' protective behaviors related 

to cybersecurity. The following research questions are addressed: 

RQ1. How do organizational policies affect employees' cybersecurity awareness and behaviors? 

RQ2. How does government social media influence employees' cybersecurity awareness and protective 

behaviors? 

RQ3. How does employees' cybersecurity awareness affect their protective behaviors? 

The broad expansion of internet accessibility has significantly increased the complexity and frequency of cyberattacks, with 

extensive adverse consequences in multiple sectors, including businesses, industries and political administrations. In the face 

of these growing dangers, governments around the world have taken specific actions to strengthen the security of networks, 

especially those that are crucial for national defense. In Vietnam, cyberattacks mainly target key information infrastructures 

of central authorities and large financial corporations. Enhancing the legal structure that regulates network information security 

can help safeguard critical national defense information. A crucial component of this undertaking is evaluating the capacity 

and operational knowledge of network overseers, as efficiently protecting against cyberattacks requires proficient staff. 

Furthermore, the proper management of network information security depends on a comprehensive regulatory framework to 

reduce risks and effectively address cyberthreats. The Cybersecurity Law of Vietnam, which was implemented on January 1, 

2019, highlights the government’s dedication to maintaining societal order and safety in cyberspace. This legislation clearly 

outlines the duties and obligations of pertinent authorities, companies and individuals. However, additional studies of 

guidelines and organizational policy compliance are needed to guarantee the safety and security of employees as they navigate 

the digital realm, specifically in relation to internet usage and online transactions. In Vietnam, social media platforms are  

widely used by government organizations and officials, and the predominant platforms for GSM are Facebook, Zalo, Viber, 

YouTube, TikTok and Instagram. 

This study contributes significantly to the literature on cybersecurity in Vietnam, especially behavioral aspects, by measuring 

the effects of cybersecurity awareness on actual protective behaviors rather than merely behavioral intentions, attitudes and 

likelihood. In addition, by integrating four components of the PMT and cultivation theory into the assessment of cybersecurity 

awareness, this study provides comprehensive measurements of the awareness of both threats and available countermeasures. 

Moreover, the influence of GSM on cybersecurity awareness among organizational insiders is investigated to provide insights 

into the effectiveness of recent government efforts to promote cybersecurity. Finally, by considering the information security 

context of the public sector, this research provides a foundation for the top management of public organizations to make 

strategic decisions about the governance, use and operation of computer systems and networks. 

The remainder of the study is structured as follows. Section 2 reviews the literature and presents the theoretical framework,  

variable definitions, proposed hypotheses and the research model. Section 3 outlines the methodology for addressing the 

research questions, while Section 4 provides the results and discussion. Section 5 concludes with theoretical contributions, 

research implications and limitations. 

2.     Literature review 

2.1    Protection motivation theory 

The PMT is a widely acknowledged theoretical framework for evaluating behaviors intended to mitigate the adverse 

consequences of perceived threats (Li et al., 2022). This theory explains that attitude change is contingent on the level of 

protective motivation generated from the cognitive appraisal process, which includes perceived severity, perceived 

vulnerability, self-efficacy and response efficacy (Maddux and Rogers, 1983). Perceived severity refers to the perceived 

magnitude, danger and consequences of a manifest threat such as computer viruses, unauthorized access or internet hacking 

(Hina et al., 2019; Li et al., 2022). Perceived vulnerability reflects an individual’s perception of the likelihood of a threat 

occurring or of being exposed to a threat (Hina et al., 2019; Li et al., 2019; Wong et al., 2022). Self-efficacy pertains to an 

individual’s judgment of the capabilities and skills required to execute recommended protective behaviors for coping with 
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threats, such as eliminating spyware from electronic devices or handling virus-infected files (Hina et al., 2019; Li et al., 2022). 

Response efficacy relates to the perceived effectiveness of countermeasures against cyberattacks that an employee can 

implement to prevent a potential threat (Hina etal., 2019; Li etal., 2019; Wong etal., 2022). 

The PMT was originally developed in the health domain (Floyd etal., 2000) but has since been extended to other fields, 

including computer and information security (Boss et al., 2015). The PMT has been used to explain general users' predominant 

information security behaviors (van Bavel etal., 2019). It has also been used to analyze individual information security 

practices in various settings, such as households (Martens et al., 2019), higher education organizations (Hina etal., 2019; Hina 

and Dominic, 2020) and business organizations (Li et al., 2019). The PMT is especially advantageous in the organizational 

context, where employees and end­users require additional encouragement to safeguard their valuable data assets (Li et al., 

2022). Here, we use the PMT to investigate the determinants of protective behaviors among public servants in governmental 

organizations, an understudied segment. 

2.2    Cultivation theory 

Cultivation theory is a communication theory that describes how mass media coverage shapes the public's opinions of social 

phenomena (Gerbner and Gross, 1976). Cultivation theory posits that a persistently high frequency of media consumption will 

increase the alignment of an individual's perceptions of social realities with media depictions (Tang etal., 2021). Cultivation 

is a continual and dynamic process that includes two forms: mainstreaming and resonance (Hermann et al., 2020). 

Mainstreaming refers to the convergence of different views as a result of content exposure, while resonance occurs when media 

content is highly relevant to real-life experiences (Hermann et al., 2020). The cultivation approach originally focused on 

television but can be applied to any dominant medium, especially social media, that strengthens perceptions and attitudes by 

providing an accessible, engaging and shared symbolic environment (Intravia etal., 2017). GSM has attracted attention as a 

means of cultivation (Tang etal., 2021). Compared to conventional government Web portals, social media is a more efficient 

means of distributing information and fostering two-way interaction (Guo etal., 2021). 

Both the PMT and cultivation theory are suitable for this study. This study expands the scope of these theories to examine civil 

servants' assessment of cybersecurity awareness and protective behavior. 

2.3  Hypothesis development 

2.3.1 Cybersecurity awareness, information protection motivation and employee protective behavior. Although research 

on cybersecurity awareness is growing, there is no single construct; researchers have considered several dimensions of 

cybersecurity awareness (Hanus et al, 2018). Defining cybersecurity awareness is a prerequisite for increasing cybersecurity 

awareness (Zwilling et al., 2022). Several prior studies have used the PMT to conceptualize cybersecurity awareness but have 

not explicitly defined the construct (Lee and Larsen, 2009; Vance et al., 2012). In this study, we adopt a threat perspective and 

consider cybersecurity awareness a second-order construct comprising four components: perceived severity, perceived 

vulnerability, self-efficacy and response efficacy. Thus, cybersecurity awareness is the state where employees are conscious 

of the occurrence and nature of cybersecurity threats, the potential effects of cybersecurity threats on organizational security 

(perceived severity and perceived vulnerability), their own capabilities and the expected measures for preventing such threats 

(self-efficacy and response efficacy). 

According to the PMT, the level of elicited protection motivation is contingent on appraisals of perceived severity, perceived 

vulnerability, self-efficacy and response efficacy (Maddux and Rogers, 1983). If a threat is perceived as non-severe or 

improbable, if no viable action can be implemented to mitigate it or if the individual doubts their ability to cope with the 

situation, then protection motivation will not be aroused, and behavioral intentions will not change. Therefore, cybersecurity 

awareness should have a direct influence on the motivation for protective action: 

H1. Cybersecurity awareness has a positive impacton information protection motivation. 

According to the PMT, employees who are more aware of cyberthreats are more likely to learn how to secure their devices, 

leading to stronger cyber-protective behavior (Klein and Zwilling, 2023). Examples of protective behaviors include regularly 

changing passwords, adhering to organizational standards, exercising caution before clicking on links from unknown sources, 

backing up data, patching software and deploying cybersecurity defense tools (Posey et al., 2015; Tang et al., 2021). By 

contrast, risky behaviors include activities such as disclosing personal passwords, downloading unlawful content, violating 

copyright regulations and neglecting suggested software updates (Zwilling et al., 2022). Previous research has shown direct 

effects of cybersecurity awareness on the prevention of information system misuse (D'Arcy et al., 2009) and compliance with 

cybersecurity policy (Bulgurcu et al., 2010). High cybersecurity awareness significantly increases employees' knowledge of 
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security threats and system vulnerabilities and, in turn, their vigilance against potential cyberattacks, thus ensuring that the 

information, systems and networks they engage with are protected (Corallo et al., 2022). The greater the perceived severity 

and perceived vulnerability of a potential threat to their organization's cyber assets, the greater the likelihood that employees 

will adopt protective behaviors and vice versa (Martens etal., 2019). Likewise, if an employee has strong confidence in a 

coping mechanism's effectiveness and their ability to execute that protective measure, then they will be more inclined to act 

(Li etal., 2022; Tang etal., 2021). Thus, we propose the following: 

H2. Cybersecurity awareness has a positive impact on employee protective behavior. 

2.3.2     Information protection motivation and employee protective behavior Some scholars have reframed information 

protection motivation as an attitude, while others omit information protection motivation and directly examine the 

predictive value of (intention toward) protective behavior (Wu, 2020). Few studies have examined the link between 

protection motivation and actual behaviors. While the primary aim of the PMT is to assess protection motivation, it can be 

extended to evaluate actual protective behaviors (Ma, 2022). As the ultimate goal of cybersecurity research is to enhance 

security practices instead of merely intentions, assessing actual behaviors is valuable. In addition, a meta-analysis of the 

PMT showed that protection motivation is the strongest predictor of behavioral changes (Boss et al., 2015). Thus, we 

extend the PMT by integrating employee protective behavior and hypothesize the following: 

H3. Information protection motivation has a positive impact on employee protective behavior. 

2.3.3     Government social media and cybersecurity awareness According to cultivation theory, media consumption can 

shape an individual's perceptions and opinions (Hermann et al., 2020). GSM participation encompasses the interactive 

engagement of GSM followers through behaviors such as viewing, commenting and exchanging cybersecurity-related 

messages inside the GSM network (Tang et al., 2021). GSM participation can be seen as a form of media consumption 

because it contributes to enhancing people's situational awareness of a cyber crisis (Guo et al., 2021). Individuals who 

actively engage with GSM messages regarding cybersecurity are more likely to develop heightened cybersecurity 

awareness (Tang et al., 2021). More precisely, the government’s regular dissemination of cybercrime-related news 

frequently results in elevated levels of perceived threat among the public. This is because individuals tend to believe that 

events shown in the media have the potential to impact them or their loved ones (Intravia et al., 2017; Shah et al., 2020). 

Moreover, participation in GSM equips individuals with timely information and guidance to respond effectively to 

potential threats (Farooq et al., 2020), providing a foundation for evaluating the efficacy of protective responses (Tu etal., 

2015). In addition, this advanced preparedness will increase individuals' confidence in their ability to protect themselves 

from threats (Tang etal., 2021). Thus, we propose the following: 

H4. Government social media has a positive impact on cybersecurity awareness. 

For an individual to be motivated to take an action, they must understand the purpose of the action, recognize its 

significance and be aware of the expectations associated with it (Chen et al., 2018). GSM participation can shape an 

individual's perceptions and opinions (Guo et al., 2021). Tang et al. (2021) found that engaging in GSM contributes 

positively to individuals' motivation to adopt protective measures against cyber scams via perceived severity, perceived 

vulnerability, self-efficacy and response efficacy. Based on these arguments, the following is proposed: 

H5. Government social media has a positive impact on information protection motivation. 

2.3.4  Organizational policy compliance, cybersecurity awareness and employee protective behavior  On the basis of the 

PMT framework, it can be inferred that individuals who possess greater awareness of cyberthreats are more likely to 

actively seek out information on securing their devices (Klein and Zwilling, 2023). This heightened awareness is likely to 

increase compliance with organizational policy. Organizational policy compliance is widely believed to significantly 

influence employees' behaviors and enhance an organization's information security level (Chen etal., 2018). A 

cybersecurity policy with an understandable rationale can influence protective behaviors (D'Arcy et al., 2009; Safa et al., 

2015). However, several scholars argue that awareness of cybersecurity policy, not the content of the cybersecurity policy 

itself, significantly influences computer misuse intentions and abuse behaviors such as modifying, stealing or destroying 

software and data (Lee et al., 2004; Lee and Larsen, 2009). Indeed, raising employees' awareness of security policies 

positively contributes to their beliefs about cybersecurity and their behavior in protecting information security (Li et al., 

2019). Because previous results are contradictory, in this study, we reinvestigate the relationship between organizational 

policy compliance and employee protective behavior in the specific context of governmental organizations: 

H6. Organizational policy compliance has a positive impact on cybersecurity awareness. 

H7. Organizational policy compliance has a positive impact on employee protective behavior. 
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Figure 1 compiles the hypotheses into the research model. 

3.     Methodology 

3.1 Measurement 

All constructs were assessed using a seven-point Likert scale ranging from 1 (strongly disagree) to 7 (strongly agree). The 

measurement items on the questionnaire were adapted from previous studies with minor or major modifications. The first 

part of the survey collected demographic information such as gender, age, education level, working tenure and 

organizational size. The second section included the constructs and their corresponding measurement items. The indicators 

for organizational policy compliance and perceived severity were adapted from Hina et al. (2019). The measures for 

perceived vulnerability and response efficacy were drawn from previous studies (Hina et al., 2019; Li et al., 2019; Wong 

et al., 2022). Self-efficacy was measured using items adapted from Hina et al. (2019) and Li et al. (2022). The GSM items 

were adapted from Tang et al. (2021). Information protection motivation was evaluated using measurement scales from 

Ma (2022) and Posey etal. (2015). The measures of employees’ protective behaviors were adapted from Bulgurcu et al. 

(2010) and Wong etal. (2022). Table A1 in the Appendix describes the measurement of all variables. 

3.2    Data collection 

The survey was initially written in English and subsequently translated into Vietnamese to facilitate its distribution to a wider 

range of participants. A pilot study of 30 respondents was performed to assess the appropriateness of the translation in the 

Vietnamese context. Based on the results, modifications were made to improve the clarity and readability of the 

questionnaire. From October 2022 to March 2023, data were collected by distributing the survey to public servants working 

at governmental organizations. We received invaluable support from local authorities to distribute the survey in their 

organizations. 

The data were collected by applying nonprobability methods, specifically, a stratification approach. According to this 

approach, questionnaires were sent to 200 public personnel in each region of Ho Chi Minh City and Hanoi Capital. In 

addition, 150 surveys were disseminated in two adjacent provinces: Dong Nai Province and Binh Duong Province. In total, 

700 questionnaires were distributed, and 564 were returned, of which 330 responses were valid. 

3.3    Methodology 

Partial least squares-structural equation modeling (PLS-SEM) was used to analyze the data and evaluate the research model. 

PLS-SEM is a variance-based approach that assesses partial model structures by integrating principal component analysis 

and ordinary least squares regression (Hair et al., 2020). PLS-SEM is widely used in several disciplines, including research 

on cybersecurity behaviors (Alanazi et al., 2022; Wong et al., 2022). PLS-SEM aligns well with our research objectives for 

several reasons. First, it can test a theoretical framework from a predictive standpoint. Second, it provides support for the 

structural model, which is complex and encompasses numerous constructs, indicators, dependent components and model 

relationships. Finally, it enhances comprehension when exploring extensions of established theories (Hair etal., 2019). 

4.      Results 

4.1   Demographic characteristics 

The demographic profile and organizational characteristics of the respondents are shown in Table 1. Among the respondents, 

26.67% are men, and 74.0% are women. The majority (71.21%) are 18-35 years old. Over 72% of the participants possess a 

bachelor's degree or higher, 66.97% have more than five years of working experience and 52.42% work at large organizations 

with more than 100 employees. 

4.2    Common method bias 

The methodology used in this study raises the risk of common method bias (CMB) because the questionnaire instructions 

and social desirability may affect the respondents' answers, leading to shared variation among indicators (Kock, 2015). Full 

collinearity variance inflation factors (FCVIFs) can effectively detect CMB, even in a model that satisfies the standard 

criteria for convergent and discriminant validity based on confirmatory factor analysis (Kock, 2015). If all FCVIFs obtained 

through a full collinearity test are 3.3 or less, then the model is considered free from CMB (Kock, 2015). As shown in Table 

3, the FCVIFs for all latent constructs are below the 3.3 threshold, implying that the collected data are unaffected by CMB. 

4.3    Validity and reliability 
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The construct measures' validity and reliability test statistics are presented in Tables 2 and 3. Factor loadings exceeding 0.70 

are recommended to ensure acceptable item reliability (Hair et al., 2020). As shown in Table 3, all indicators exhibit factor 

loadings 

Table 1 Characteristics of the respondents 

Demographic items Frequency (n = 330) % 

Gender 

    

Female 88 26.67 

Male 242 73.33 

Age 

    

18-35 years 235 71.21 

36-45 years 73 22.12 

Over 45 years 22 6.67 

Education level 

    

High school 90 27.27 

Undergraduate 185 56.06 

Postgraduate 55 16.67 

Working experience 

    

Less than 3 years 49 14.85 

3-5 years 60 18.18 

More than 5 years 221 66.97 

Organizational size 

    

Fewer than 50 employees 98 29.70 

51-100 employees 59 17.88 

More than 100 employees 173 52.42 

Source: Created by the authors 

    

  

exceeding this threshold except RE10, which has a factor loading of 0.662. Thus, RE10 was eliminated from the analysis. 

Internal consistency reliability can be assessed using both Cronbach’s alpha (a) and composite reliability (CR); values greater 

than 0.70 are recommended for both reliability measures (Hair et al., 2020). Table 3 shows that all constructs have both a 

and CR values above 0.70, indicating satisfactory to good reliability. 

An average variance extracted (AVE) value of 0.50 or greater signifies that the construct accounts for at least 50% of the 

variance in its items (Hair etal., 2020). In this study, all AVE values of the constructs are higher than 0.50, implying that the 

convergent validity test is satisfied. 

Finally, discriminant validity was tested by using the heterotrait-monotrait (HTMT) ratio and Fornell-Larcker criterion (Hair 

etal., 2020). HTMT ratio compares the correlations of an item across constructs to its correlations with the same construct, 

and an upper boundary of 0.85 or 0.90 (Hair et al., 2019) is suggested to avoid discriminant validity issues. The Fornell-

Larcker criterion is fulfilled when a factor's squared AVE exceeds the square root of its inter-construct correlations (Fornell 

and Larcker, 1981). As shown in Table 4, all constructs meet the requirements for both the HTMT ratio and Fornell-Larcker 

criterion, implying acceptable levels of discriminant validity. 

4.4    Structural model assessment 
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As there is no standard goodness-of-fit statistic for PLS-SEM, the quality of the model is evaluated based on its capacity to 

predict the endogenous constructs (Hair et al., 2019). This evaluation is guided by the coefficient of determination (R2) and 

the effect size (f2) (Hair etal., 2019). 

R2 indicates the collective impact of the exogenous variables on the endogenous variables and ranges from 0 to 1, with 1 

indicating absolute predictive accuracy (Hair etal., 2019). R2 values of 0.75, 0.50 and 0.25 are interpreted as indicating 

substantial, moderate and weak 

 

Table 2 Factor analysis with reliability and validity statistics 

Constructs                                               Item no.   Loadings (> 0.7)    a(> 0.7)     CR(> 0.7)    AVE 

(> 0.5)                                                               FCVIF(< 3.3) 

Employee protective behavior 

(EPB) EPB1 0.918 0.915 0.917 0.855 2.880 

  EPB2 0.936         

  EPB3 0.920         

Government social media (GSM) GSM1 0.911 0.899 0.899 0.831 3.255 

  GSM2 0.919         

  GSM3 0.905         

Information protection motivation 

(IPM) 

IPM1 0.895 0.947 0.947 0.825 1.106 

  IPM2 0.892         

  IPM3 0.903         

  IPM4 0.932         

  IPM5 0.920         

Organizational policy compliance 

(OPC) 

OPC1 0.893 0.926 0.927 0.818 2.182 

  OPC2 0.933         

  OPC3 0.872         

  OPC4 0.919         

Cybersecurity awareness (second-

order variable) 

          

Perceived severity (PS) PS1 0.845 0.924 0.926 0.686 1.838 

  PS2 0.818         

  PS3 0.802         

  PS4 0.847         

  PS5 0.811         

  PS6 0.825         

  PS7 0.850         

Perceived vulnerability (PV) PV1 0.796 0.903 0.906 0.631 1.484 

  PV2 0.792         

  PV3 0.815         

  PV4 0.776         

  PV5 0.785         

  PV6 0.782         

  PV7 0.814         

Response efficacy (RE) RE1 0.873 0.938 0.942 0.670 2.516 

  RE2 0.865         

  RE3 0.841         

  RE4 0.828         

  RE5 0.795         

  RE6 0.805         
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  RE7 0.801         

  RE8 0.841         

  RE9 0.705         

  RE10 Eliminated         

Self-efficacy (SE) SE1 0.847 0.943 0.944 0.745 2.475 

  SE2 0.898         

  SE3 0.824         

  SE4 0.895         

  SE5 0.908         

  SE6 0.827         

  SE7 0.836         

Source: Created by the authors 

  

predictive accuracy, respectively (Hair etal., 2019). In our model, the R2 values of the three endogenous variables - 

cybersecurity awareness, information protection motivation and employee protective behavior - are 0.614, 0.654 and 0.682, 

respectively. These values indicate moderate to substantial predictive accuracy. 

f2 is used to evaluate the effect of removing a specific predictor construct on the R2 of an endogenous variable (Hair et al., 

2019). f2 values of 0.02, 0.15 and 0.35 indicate small, medium and large effect sizes, respectively. The relationships 

investigated in this study have 

 

Table 3 HTMT ratio and Fornell-Larcker criterion 

Constructs EPB OPC GMS IPM PS PV RE SE 

HTMT ratio                 

Employee protective behavior 

(EPB) Organizational policy 

compliance (OPC) 0.745 

              

Government social media (GSM) 0.855 0.849             

Information protection motivation 

(IPM) 

0.864 0.761 0.799           

Perceived severity (PS) 0.667 0.594 0.601 0.728         

Perceived vulnerability (PV) 0.457 0.417 0.394 0.473 0.592       

Response efficacy (RE) 0.743 0.820 0.760 0.827 0.747 0.514     

Self-efficacy (SE) 0.724 0.684 0.719 0.688 0.531 0.488 0.813   

Fornell-Larcker criterion 

Employee protective behavior 

(EPB) 0.925 

              

Organizational policy compliance 

(OPC) 

0.685 0.904             

Government social media (GSM) 0.775 0.773 0.912           

Information protection motivation 

(IPM) 

0.805 0.713 0.737 0.908         

Perceived severity (PS) 0.615 0.550 0.549 0.682 0.828       

Perceived vulnerability (PV) 0.420 0.387 0.359 0.440 0.540 0.794     

Response efficacy (RE) 0.695 0.766 0.703 0.782 0.691 0.472 0.818   

Self-efficacy (SE) 0.671 0.640 0.663 0.650 0.501 0.457 0.775 0.863 

Source: Created by the authors                 
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Table 4 Hypothesis testing results 

        

  Hypothesis b t-value p-value Remarks 

H1 CSA ! EPB 0.188 2.335 0.020 Supported 

H2 CSA ! IPM 0.493 7.161 0.000 Supported 

H3 GSM ! CSA 0.359 4.102 0.000 Supported 

H4 GSM ! IPM 0.379 4.918 0.000 Supported 

H5 IPM ! EPB 0.555 6.025 0.000 Supported 

H6 OPC ! CSA 0.476 6.023 0.000 Supported 

H7 OPC ! EPB 0.148 1.592 0.111 Not 

supported 

Notes: CSA = Cybersecurity awareness; EPB = Employee protective behavior; IPM = Information protection motivation; 

GSM = Government social media; OPC = Organizational policy compliance 

Source: Created by the authors 

  

medium or large effect sizes, excluding the relationships between cybersecurity awareness and employee protective behavior 
and between organizational policy compliance and employee protective behavior, which have f2 values of 0.031 and 0.028, 

respectively. 

4.5 Hypothesis testing 

The hypothesis testing results are presented in Table 4. A hypothesis is accepted when the p-value is < 0.05 or the 

corresponding t-value is >1.96; otherwise, it is rejected. All hypotheses are supported, except H7. Cybersecurity awareness 
positively affects information protection motivation and employee protective behavior (b = 0.501, b = 0.175 and p < 0.05), 

supporting H1 and H2. GSM positively influences cybersecurity awareness and information protection motivation (b = 0.375, 

b = 0.365 and p < 0.05); thus, H3and H4 are accepted. The correlation between information protection motivation and 

employee protective behavior is significantly positive (b = 0.562 and p = 0.000), supporting H5. Organizational policy 
compliance strongly enhances cybersecurity awareness (b = 448 and p < 0.05), confirming H6. However, H7, which posits a 

positive impact of organizational policy compliance on employee protective behavior, is rejected because its p-value of 0.109 

and t-value of 1.604 do not meet the recommended thresholds. 

4.6    Mediating effects 

Indirect effects were evaluated to assess three potential mediating relationships: information protection motivation as a 
mediator of the relationship between cybersecurity awareness and employee protective behavior; cybersecurity awareness as 

a mediator of the relationship between GSM and information protection motivation; and cybersecurity awareness as a mediator 

of the relationship between organizational policy compliance and employee protective behavior. As shown in Table 5, the 

direct and indirect effects in the first two relationships are significantly positive (b > 0 and p < 0.05). For the third relationship, 
the direct effect is not supported, but the indirect effect is significantly positive (b = 0.079 and p = 0.05). For the first two 

relationships, the indirect and direct effects have the same direction, indicating complementary mediation. By contrast, 

cybersecurity awareness fully mediates the relationship between organizational policy compliance and employee protective 

behavior. 

4.7    Discussion 

This study examines how GSM and organizational policy compliance affect employees’ cybersecurity awareness, motivation 
and behaviors. Our findings substantiate six of the seven proposed hypotheses. Specifically, cybersecurity awareness is found 

to positively impact information protection motivation and to directly positively influence employee protective behavior, 

consistent with a previous study (Tang etal., 2021). Wong etal. (2022) also observed that cybersecurity awareness significantly 

improves employees' proficiency in handling cybersecurity tasks in response to perceived threats, and awareness has been 
shown to directly impact cyber-misuse prevention and cybersecurity policy compliance (Bulgurcu et al., 2010; D'Arcy et al., 

2009). In addition, a significant positive correlation is observed between information protection motivation and employee 

protective behavior. This result aligns with the research of Ma (2022), who concluded that protection motivation is a robust 

predictor of behavior. Information protection motivation also partially mediates the relationship between cybersecurity 
awareness and employee protective behavior. 

GSM has a positive influence on cybersecurity awareness, consistent with prior suggestions that GSM is the primary source 
of crisis-related information (Intravia etal., 2017; Shah etal., 2020; Tang etal., 2021). Active engagement with GSM not only 

leads individuals to believe that cyberattack-related media events can affect them but also equips them with the knowledge 

and preparedness needed to respond effectively, thereby enhancing cybersecurity awareness. Cybersecurity awareness also 

partially mediates the relationship between GSM and information protection motivation. This observation aligns with the 
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findings of Tang et al. (2021), who claim that social media information consumption motivates users to take preventive actions. 

By demonstrating a direct impact of GSM on information protection motivation, this study provides a novel perspective, as 
prior research has predominantly investigated the influence of GSM on motivation and behaviors by measuring variables such 

as fear of victimization. 

Table 5 Mediating effects 

          

  Hypothesis Type b t-value p-value Remarks 

H1 CSA ! EPB Direct 0.188 2.335 0.020 Supported 

  CSA ! IPM ! EPB Indirect 0.274 4.947 0.000 Complementary (partial 

mediation) 

H4 GSM ! IPM Direct 0.379 4.918 0.000 Supported 

  GSM ! CSA ! IPM Indirect 0.177 3.487 0.000 Complementary (partial 

mediation) 

H7 OPC ! EPB Direct 0.148 1.592 0.111 Not supported 

  OPC ! CSA ! EPB Indirect 0.068 1.806 0.071 Indirect only (full mediation) 

Source: Created by the authors 

          

Last but not least, organizational policy compliance substantially boosts cybersecurity awareness. However, there is no 

direct impact of organizational policy compliance on employee protective behavior; instead, this relationship is fully 

mediated by cybersecurity awareness. Hina et al. (2019) suggested that to enhance security behavior and actions, 

organizations must go beyond distributing organizational cybersecurity policies and ensuring familiarity with their content; 

employees must fully perceive the severity of a security breach and the organization’s vulnerability to it. The mediating 

role of cybersecurity awareness underscores the importance of not only formulating a cybersecurity policy but also 

implementing processes to disseminate and instill it in the minds of employees to enhance protective behaviors. 

5.     Implications and conclusion 

5.1 Theoretical contributions 

First, the present study provides a comprehensive analysis of the literature on cybersecurity awareness, motivation and 

behavior. This study extends the PMT and cultivation theory by incorporating employee protective behavior as a crucial 

factor and examining the connection between this concept and information protection motivation. Assessing real actions 

is an essential component of cybersecurity research, as the main objective is to enhance security practices rather than just 

intentions. This study demonstrates that cybersecurity awareness and information protection motivation both significantly 

influence employee protective behavior. 

Second, this study integrates four cognitive factors (perceived severity, perceived vulnerability, self-efficacy and response 

efficacy) to create the second-order construct of cybersecurity awareness. This multidimensional construct reflects the 

complexity of cybersecurity awareness while simplifying the model and reducing the number of hypotheses, allowing us 

to focus on what truly matters and uncover meaningful insights. 

Third, our conceptual framework incorporates the effects of cultivation through GSM to investigate the antecedents of 

cybersecurity awareness. The literature primarily focuses on understanding why individuals engage with GSM during 

crises and on categorizing the emergency messaging strategies used by GSM (Tang et al., 2021). These studies neglect the 

impact of GSM on individuals’ awareness of and motivation toward perennially urgent issues such as cybersecurity policy, 

particularly when individuals enthusiastically engage with cybersecurity content shared on GSM. Our results confirm that 

GSM positively affects both cybersecurity awareness and information protection motivation. 

Finally, there is no consensus in the literature on the effectiveness of cybersecurity policies, particularly their impact on 

protective behaviors. Therefore, we investigate the direct influence of organizational cybersecurity compliance on 

protective behavior and its indirect effect through cybersecurity awareness. Our findings indicate that organizational policy  
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compliance does not have a direct impact on employee protective behavior; instead, its influence is mediated by 

cybersecurity awareness. 

5.2 Practical implications 

This research provides a robust foundation for senior management of public organizations to formulate strategic solutions 

addressing deficiencies in the governance, utilization and operation of computer systems and networks. Empirical studies 

have predominantly focused on the private sector, and the applicability and transferability of the findings to public 

organizations remain unclear. Public organizations are progressively embracing digitalization to enhance the flow and 

storage of operational data. However, current organizational policies for managing and using computer systems are 

insufficient to support these digitalization efforts, increasing the risk of information insecurity. 

 

Organizational policy noncompliance occurs in the public sector when public officials, despite having a fundamental 

understanding of cybersecurity, fail to comply with agency standards. Cyberspace policy noncompliance, such as using 

unverified data from USB drives or accessing online resources without permission, can compromise network security 

and threaten privileged government computer system data. By adopting robust international standards-based laws, 

government organizations can strengthen their cyber defenses and encourage employee compliance. This will 

safeguard vital assets and boost government credibility. 

Organizational policy compliance also affects employees' cybersecurity behavior. This study finds that following the 

law indirectly increases employees’ cybersecurity awareness and willingness to take precautions. Organizations must 

go beyond policies to improve compliance and cybersecurity. They should invest more in training, cybersecurity 

newsletters and alarm alerts. These activities are essential for effective policy dissemination and employee 

comprehension of cybersecurity threats and best practices. Organizations can foster a cybersecurity-savvy and 

regulatory-compliant culture by engaging employees through many channels, which will improve the overall security 

stance of the organization. 

Considering the significant impacts of GSM on cybersecurity awareness and information protection motivation, 

government organizations should maintain an active role in disseminating cybersecurity information quickly and 

concisely through their GSM channels. Specifically, government-operated social media platforms play a significant 

role in enhancing recent governmental endeavors focused on advancing cybersecurity. Through these platforms, 

governments can swiftly disseminate crucial information regarding emerging cyber threats, best practices for online 

safety and updates on cybersecurity policies and regulations. Similarly, governments may effectively use the extensive 

reach and convenient accessibility of social media platforms to interact directly with citizens, thereby cultivating a 

collective feeling of accountability and empowerment in the protection of digital assets. Furthermore, social media 

platforms play a crucial role in facilitating instantaneous communication, allowing governments to rapidly disseminate 

alerts and updates. This, in turn, aids individuals in being watchful against the ever-changing landscape of cyber 

dangers. Moreover, these platforms offer opportunities for interactive communication, enabling individuals to seek 

advice, exchange knowledge and engage in cooperative endeavors aimed at enhancing cybersecurity resilience. GSM 

serves to both expand the scope of cybersecurity awareness programs and cultivate a more knowledgeable and involved 

populace, which is essential for improving the overall cybersecurity posture. 

5.3 Conclusions 

This study uses a quantitative survey and PLS-SEM to examines the influence of GSM and organizational policy 

compliance on behavioral aspects of cybersecurity. Additionally, this study extends the PMT and cultivation theory 

by introducing employee protective behavior as a dependent variable and constructing a conceptual framework that 

integrates cultivation effects with GSM. The results offer novel insights into the complex interplay among GSM, 

cybersecurity awareness, information protection motivation and employee protective behavior. Specifically, 

cybersecurity awareness positively impacts both information protection motivation and employee protective behavior. 

Moreover, GSM positively affects cybersecurity awareness and information protection motivation, with cybersecurity 

playing a partial mediating role in the relationship between GSM and information protection motivation. Furthermore, 
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a significant positive correlation exists between information protection motivation and employee protective behavior, 

and information protection motivation partially mediates the relationship between cybersecurity awareness and 

employee protective behavior. Finally, organizational policy compliance significantly enhances cybersecurity 

awareness. However, organizational policy compliance does not directly impact employee protective behavior; instead, 

this relationship is fully mediated by cybersecurity awareness. 

5.4 Limitations and future studies 

While this study provides new insights into theory and practice, it has certain limitations. First, measuring employee 

protective behavior using a self-report quantitative questionnaire may lack validity. Self-reports may not be reliable 

predictors of employees’ actual behavior, as their perceptions of security behavior might not align with their real 

security practices. Longitudinal research would enable more accurate records of actual behavior records but require 

more time and effort. Second, control variables such as gender, job title and organizational size are not considered, 

and it would be valuable to explore how these factors influence the established relationships. Third, investigating 

additional variables at the individual, organizational and social levels would provide a more comprehensive view of 

the antecedents of employees' protective behaviors. 
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Table A1 Measurement items 

Construct (source) Code Measurement items Modifications 

Organizational policy compliance OPC1 

My organization has established rules of behavior for 

computer use Major modification 

(Hina etal., 2019) 

OPC2 

to comply with governmental regulations 

My organization has specific guidelines for computer use to 

comply Major modification 

  

OPC3 

with governmental regulations 

My organization has a policy that forbids employees from 

accessing Major modification 

  

OPC4 

certain online websites when their computers contain 

confidential documents to comply with governmental 

regulations 

My organization has defined code(s) of conduct explaining 

the do's Major modification 

Perceived severity (Hina etal, 

2019) PS1 

and don'ts of information security to comply with 

governmental regulations 

Protecting my organization's information is important Minor modification 

  PS2 At work, having my confidential information accessed 

without my 

No change 

  

PS3 

consent or knowledge can be a serious problem for me 

I understand that having someone successfully breach or 

damage No change 

  

PS4 

my information resources at work is very dangerous Loss of 

data because of hackers is a serious problem for me Major modification 

  

PS5 

Organizing staff training will be a critical first step to 

ensure Major modification 

  

PS6 

information security 

Risks can be reduced as employees become more aware of 

the Major modification 

  

PS7 

threats and consequences stemming from their negligence 

Through education, the provision of sufficient data and 

supporting Major modification 

Perceived vulnerability (Hina 

etal, PV1 

information helps increase employees' cybersecurity 

awareness 

I knowthat my organization could be vulnerable to security 

breaches No change 

2019; Li etal., 2019; Wong etal., 

2022) 

PV2 

if I do not adhere to its Information Security Policies 

I may fall victim to a malicious attack if I fail to comply 

with my No change 

  

PV3 

organization's Information Security Policies 

In terms of information security risks at work, my 

computing No change 

  

PV4 

resources can be vulnerable 

I believe that every individual who is conscious and makes 

efforts to Major modification 

  

PV5 

protect the organization’s information will reduce the risk 

of illegal access 

Organizations should invest in using modern cybersecurity Major modification 

  

PV6 

technologies 

Organizations need to inform employees about potential Major modification 
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PV7 

cybersecurity threats regularly 

It is likely that a potential information security violation 

will occur to my Major modification 

Self-efficacy (Hina etal., 2019; Li SE1 

organization's information systems 

I believe that I have the necessary skills to protect myself 

from No change 

etal., 2022) 

SE2 

information security violations 

I believe that I have developed the capability to prevent 

people from No change 

  

SE3 

getting my confidential information 

I enable security measures (firewall, antivirus, etc.) on my 

work No change 

  

SE4 

computing resources 

I believe that protecting myself from information security 

violations is Major modification 

  

SE5 

within my control 

I feel confident in setting the Web browser to different 

security levels No change 

  

SE6 I feel confident in handling virus-infected files No change 

  SE7 I feel confident in getting rid of spyware and malware from 

my 

No change 

Response efficacy (Hina etal., 

2019; RE1 

computer 

In my organization, efforts to ensure the safety of my 

confidential No change 

Li etal., 2019; Wong etal, 2022) 

RE2 

information are effective 

In my organization, the available security measures to 

protect my No change 

  

RE3 

work information from security violations are effective 

The preventive measures available to me at my organization 

to deal No change 

  

RE4 

with malicious content are effective 

Security measures at my organization prevent hackers from 

gaining No change 

    access to sensitive personal or educational information (continued) 

 

  

Table A1 

Construct (source) Code Measurement items Modifications 

  RE5 Complying with the information security policies in my 

organization will keep security breaches down 

No change 

  RE6 If I comply with information security policies, then the 

chance of information security breaches occurring will be 

reduced 

No change 

  RE7 Careful compliance with information security policies helps 

to avoid security problems 

No change 

  RE8 Organizations can improve information security by showing 

their employees how security negligence can impact the 

security posture of an organization 

Major modification 

  RE9 Organizations should have a General Data Protection 

Regulation 

Minor modification 
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  RE10 Organizations should upgrade antivirus and firewall 

software 

Minor modification 

Government social media 

(Tang 

GSM

1 

I always read and listen to cybersecurity recommendations 

posted Major modification 

eta/., 2021) 

GSM

2 

by the GSM 

I always share cybersecurity recommendations posted by 

the GSM Major modification 

  GSM

3 

I always communicate cybersecurity recommendations 

posted by the GSM 

Major modification 

Information protection 

motivation IPM1 

I intend to protect my organization from its information 

security No change 

(Ma, 2022; Posey eta/., 2015) IPM2 threats 

My organization’s success level in preventing information 

security threats is very high 

Major modification 

  IPM3 I am always willing to engage in activities that protect my 

organization’s information systems from security threats 

Major modification 

  IPM4 I always expend effort to protect my organization from its 

information security threats 

Major modification 

  IPM5 I intend to try my best to prevent information security 

threats from happening in my organization 

No change 

Employee protective behavior 

(Li 

EPB1 I keep the anti-virus software on my computer up-to-date No change 

eta/., 2019) EPB2 I watch for unusual computer behaviors/responses (e.g. 

computer slowing down or freezing up, pop-up windows, 

etc.) 

No change 

  EPB3 I am always concerned about any malware that is reported 

through media channels 

Major modification 

Source: Created by the authors       
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ABSTRACT 
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This study examines the relationships between social capital (encompassing structural, cognitive, and relational 

dimensions), dynamic capabilities, open innovation (both inbound and outbound), government support, and business 

performance in Vietnam. Using a quantitative approach, data were collected from 289 respondents and analyzed using 

Partial Least Squares Structural Equation Modeling. The findings show that social capital posi­tively influences both 

dynamic capabilities and open innovation. While dynamic capabilities have a significant impact on business performance, 

open innovation enhances government support but does not directly affect business performance. Additionally, dynamic 

capabilities mediate the relationship between social capital and business performance, and government support partially 

mediates the relationship between open innovation and business performance. These results underscore the importance of 

government support and dynamic capabilities in leveraging social capital for enhanced business performance, while also 

highlighting the need for further investigation into the direct impacts of open innovation on performance. 

1.    Introduction 

Government support is a fundamental driver of business growth and innovation in emerging markets like Vietnam, where 

public policies address market imperfections and provide essential resources for firms to enhance their competitive edge. 

Vietnamese businesses, especially in sectors such as manufacturing and technology, benefit significantly from government 

subsidies, tax incentives, and infrastructure investments OECD (2023). However, the extent to which firms can fully 

leverage this support is not solely determined by government initiatives. Instead, the effectiveness of government support 

depends largely on the firms' ability to utilize critical internal and external capabilities. Therefore, this study investigates 

the combined roles of social capital (SC), dynamic capabilities (DC), and open innovation (OI) in determining how 

gov­ernment support impacts business performance in Vietnam. 

Social capital is crucial in Vietnam's emerging economy, where formal institutions may be underdeveloped, and business 

operations often rely on informal networks and trust-based relationships. SC en­hances collaboration, enables firms to 

navigate complex regulatory en­vironments, and facilitates access to government support. More importantly, it fosters the 

development of relational networks that improve knowledge sharing and resource allocation (Mitchelmore and Rowley, 

2010). SC also helps firms engage in open innovation and attract government support. As a result, SC is indispensable for 

busi­nesses aiming to improve performance through better resource alloca­tion, knowledge sharing, and relationship-

building, whether in formal or informal settings. In markets where formal institutions are underde­veloped, SC becomes 

even more significant, making it a critical deter­minant of business success (Annamalah et al., 2023; Nahapiet and Ghoshal, 

1998). Furthermore, SC extends beyond relational advantages, directly influencing firms' ability to engage in dynamic 

capabilities and open innovation. 
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In parallel, dynamic capabilities, in turn, are essential for firms operating in industries characterized by rapid technological 

advance­ments, such as manufacturing and technology. DCs allow firms to reconfigure their resources, integrate external 

knowledge, and adapt to shifts in market demands. These abilities are critical as Vietnam tran­sitions to an innovation-driven 

economy (Teece et al., 2016). Moreover, the capacity to develop and utilize DCs is often shaped by the firm's social capital, 

which supports learning and reconfiguration processes (Teece et al., 1997). 

Furthermore, open innovation has become increasingly vital for firms in globalized markets. OI enables firms to leverage 

both internal and external knowledge, facilitating new product development and expanding their reach into international 

markets (Cano-Kollmann et al., 2017; Chesbrough and Bogers, 2014; Gassmann et al., 20101.    Introduction 

Government support is a fundamental driver of business growth and innovation in emerging markets like Vietnam, where 

public policies address market imperfections and provide essential resources for firms to enhance their competitive edge. 

Vietnamese businesses, especially in sectors such as manufacturing and technology, benefit significantly from government 

subsidies, tax incentives, and infrastructure investments OECD (2023). However, the extent to which firms can fully 

leverage this support is not solely determined by government initiatives. Instead, the effectiveness of government support 

depends largely on the firms' ability to utilize critical internal and external capabilities. Therefore, this study investigates 

the combined roles of social capital (SC), dynamic capabilities (DC), and open innovation (OI) in determining how 

gov­ernment support impacts business performance in Vietnam. 

Social capital is crucial in Vietnam's emerging economy, where formal institutions may be underdeveloped, and business 

operations often rely on informal networks and trust-based relationships. SC en­hances collaboration, enables firms to 

navigate complex regulatory en­vironments, and facilitates access to government support. More importantly, it fosters the 

development of relational networks that improve knowledge sharing and resource allocation (Mitchelmore and Rowley, 

2010). SC also helps firms engage in open innovation and attract government support. As a result, SC is indispensable for 

busi­nesses aiming to improve performance through better resource alloca­tion, knowledge sharing, and relationship-

building, whether in formal or informal settings. In markets where formal institutions are underde­veloped, SC becomes 

even more significant, making it a critical deter­minant of business success (Annamalah et al., 2023; Nahapiet and Ghoshal, 

1998). Furthermore, SC extends beyond relational advantages, directly influencing firms' ability to engage in dynamic 

capabilities and open innovation. 

In parallel, dynamic capabilities, in turn, are essential for firms operating in industries characterized by rapid technological 

advance­ments, such as manufacturing and technology. DCs allow firms to reconfigure their resources, integrate external 

knowledge, and adapt to shifts in market demands. These abilities are critical as Vietnam tran­sitions to an innovation-driven 

economy (Teece et al., 2016). Moreover, the capacity to develop and utilize DCs is often shaped by the firm's social capital,  

which supports learning and reconfiguration processes (Teece et al., 1997). 

Furthermore, open innovation has become increasingly vital for firms in globalized markets. OI enables firms to leverage 

both internal and external knowledge, facilitating new product development and expanding their reach into international 

markets (Cano-Kollmann et al., 2017; Chesbrough and Bogers, 2014; Gassmann et al., 2010 

1.      Hypothesis development 

1.1.    Social capital and dynamic capabilities 

The connection between DC and supply chains in the context of SMEs (Martinelli et al., 2018). They argue that SMEs must 

mobilize and reorganize their resources and capabilities to respond effectively to adverse events like COVID-19. This 

necessitates a flexible and cooper­ative organizational environment, facilitated by strong SC (Pasamar et al., 2015). This 

highlights the significance of establishing a trust-based internal social environment in cultivating dynamic capa­bilities. 

Employee trust fosters the seamless exchange of information, which is crucial for reallocating resources and adapting to 

change (Fainshmidt and Frazier, 2017). An empirical study provides strong evidence to support the idea that a trusting 

internal environment fosters effective communication and collaboration, which is essential for leveraging DC (Zhang et al., 

2023). Based on the arguments presented above, the study extends the social capital to investigate the relationship between 

SC and DC. Therefore, the first hypothesis is proposed as follows: 

H1. SC positively influences DC. 

1.2.    Social capital on open innovation 

Effective OI activities require extensive interaction between part­ners, which helps create trust and respect and lowers 

opportunistic costs (Ju, 2023). Increased communication frequency during OI helps mini­mize misunderstandings and 

strengthens mutual understanding and reciprocity (Pylypenko et al., 2023). OI relies on knowledge sharing, enabling firms 
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and external organizations to learn key tacit knowledge for efficient R&D, extending relationships and accumulating SC 

(Roh et al., 2021). Furthermore, based on the SCT, SC plays a pivotal role in creative outputs from open innovation 

networks. It facilitates the flow of information and resources, enhancing a firm's ability to innovate. The presence of robust 

SC can help firms leverage external knowledge more effectively, leading to improved business performance and innovative 

outcomes (Al-Omoush et al., 2022). In addition, SC is crucial for creative outputs from OI networks (Annamalah et al., 

2023). The ability to ac­quire information and create breakthrough innovations depends on complex human and societal 

factors (Al-Tit et al., 2022). Based on these discoveries, SC considerably improves the outcomes of OI activities. This leads 

to the following hypothesis: 

H2. SC positively influences OI. 

1.3.    Dynamic capabilities and business performance 

Dynamic capabilities are essential for providing long-term competi­tive advantages in rapidly changing environments (Al-

Omoush et al., 2022; Eikelenboom and de Jong, 2019), and they allow businesses to better customize products and services 

for individual customers (Wang et al., 2015). This adaptability explains how companies can thrive in fast-evolving settings 

(Teece, 2007). Research has consistently shown a positive link between DC and business performance, highlighting their 

impact on profitability and organizational dynamism (Mohaghegh et al., 2021; Protogerou et al., 2012). The connection 

between DC and sus­tainability, encompassing environmental, social, and economic aspects, has also been studied. This 

includes developing social and entrepre­neurial competencies (Marcus and Anderson, 2006). In sustainability contexts, DC 

refer to a company's ability to meet evolving stakeholder expectations by modifying functional capabilities for economic, 

envi­ronmental, and social responsibilities (Mohaghegh et al., 2021). Thus, DC not only enhance a firm's ability to adapt to 

market changes but also support sustainable business practices, leading to improved firm per­formance (Priyono and 

Hidayat, 2024). Based on these insights, it can be hypothesized that: 

H3. DC positively influence business performance. 

1.4.    Open innovation and government support 

International cooperation activities benefit businesses thanks to the support policies of the Government that allow the 

acquisition and innovation of new technologies (Jugend et al., 2020) in various forms, including grants, tax incentives, state-

sponsored, and direct investments through public venture capital (Fernandez-Pinto et al., 2024; Jugend et al., 2018; Srisathan 

et al., 2023). Open innovation enhances internal and external knowledge flows, improving the innovation process (Cano-

Kollmann et al., 2017; Chesbrough and Bogers, 2014). These forms of support are crucial as they directly and indirectly 

influence firms' innovation activities by stimulating internal R&D, intellectual capital, and entrepreneurial capital (Cano-

Kollmann et al., 2017; Holl and Rama, 2012). Furthermore, the focus on supporting micro, small, and medium enterprises 

is particularly strong due to their significant contributions to industrial renewal, job creation, export growth, and productivity 

(Doh and Kim, 2014; Srisathan et al., 2023). Innovation policies are increasingly geared towards supporting networks of 

in­novators, making GS for innovation more widespread and impactful (Bogers et al., 2018). Given these points, it can be 

hypothesized that: 

H4. OI positively influences GS. 

1.5.    Government support and business performance 

According to the SCT, organizations with strong external linkages to the government, financial institutions, and other 

businesses might gain access to scarce resources that are beneficial to improved performance (Srisathan et al., 2023) such 

as financial assistance and technology tools (Razumovskaia et al., 2020). By providing a legal framework and tools for 

businesses to protect themselves from cyberattacks with government support (Hasan et al., 2021). Funding projects improve 

the results of technology transfer between professors, strengthening direct and indi­rect compenstae the link between 

professors and performance (Cheah and Ho, 2020; Mai et al., 2024). 

These subsidies not only assist organizations earn more income but also serve to validate their R&D projects, promoting 

additional collab­orations with academic institutions and industry partners (Urhahn and Spieth, 2014). This confirmation 

would then encourage academic in­stitutions and industrial partners to form technological collaborations, helping companies 

get additional funding outside of government sub­sidies (Bianchi et al., 2019; Mai et al., 2024). Furthermore, government 

subsidies might benefit firms by reducing the risk and expense of their inventions and administration companies might gain 

from supportive regulations, which would improve performance (Liao and Yu, 2012). Therefore, it can be hypothesized 

that: 
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H5. GS positively influences business performance. 

1.6.    Open innovation and business performance 

Companies in the Industry 4.0 sector often must adopt open inno­vation to remain competitive in volatile markets (Biscotti 

et al., 2018; 

Singh et al., 2021). OI provides significant advantages, including improved performance metrics and enhanced technological 

capabilities (Hossain and Kauranen, 2016; Kraus et al., 2020; Torres de Oliveira et al., 2022). For SMEs, these practices are 

particularly beneficial as they facilitate entry into new markets and accelerate product launches (Carrasco-Carvajal et al., 

2023; Torchia and Calabro, 2019). 

Strong connections with external channels boost the effectiveness of inbound open innovation, thereby improving 

organizational perfor­mance (C. L. Wang et al., 2015). The dual reliance on IOI and OOI to enhance performance van de 

Vrande et al. (2009). While IOI involves leveraging external knowledge to develop technology (Parida et al., 2012), fostering 

innovative problem-solving and market opportunities (Hung and Chou, 2013), OOI helps organizations gain financial and 

non-financial benefits from their existing knowledge and technologies, reducing obsolescence and maintaining 

competitiveness (Hung and Chou, 2013). 

Research indicates that firms engage in both pecuniary (e.g., pur­chasing, licensing) and non-pecuniary (e.g., external R&D 

cooperation) forms of IOI to meet customer needs and outcompete rivals (Singh et al., 2021) SMEs using outbound OI often 

seek direct monetary gains from commercializing internally developed innovations and prefer activities like venturing 

spinoffs and outward IP licensing (Popa et al., 2017; van de Vrande et al., 2009). Open innovation thus enhances innovation 

performance and productivity (Greco et al., 2021; Z. Liu et al., 2022; Lyu et al., 2020), increases the likelihood of 

groundbreaking ideas and business growth (Sengupta and Sena, 2020). Given these insights, it can be hypothesized that: 

H6. OI positively influences business performance. 

Figure 1 presents the conceptual model of this study, illustrating the relationships between social capital, dynamic 

capabilities, open inno­vation, and government support, along with their collective influence on business performance in 

Vietnamese firms. Notably, social capital, open innovation, and dynamic capabilities are represented as second-order 

constructs, reflecting their multi-dimensional structure. 

1.     Methodology 

1.1.     Data collection 

This project received approval from the Center For Public Adminis­tration Ethics Committee (CFPA-RC-01-11-23) before 

the data- gathering process commenced. Furthermore, the participants' agree­ment was obtained (CFPA-RC-01-11-23). The 

study aimed to explore the connections between social capital, open innovation, dynamic ca­pacities, government assistance, 

and company performance. We collected data using a survey-based method. 

To ensure the questionnaire was appropriate for the Vietnamese context, two English instructors translated the original 

questionnaire into Vietnamese and adjusted the items for cultural relevance. The au­thors then conducted two group 

discussions with seven firm directors and three government officials to gather feedback and refine the ques­tionnaire. 

Following this, a pilot test was conducted with 40 firm managers, which resulted in minor revisions to ensure the questions 

aligned with the research context. 

The survey targeted business leaders, specifically firm directors and managers, as these individuals are typically responsible 

for strategic decision-making within their firms. Since the firm served as the unit of analysis in this study, a representative 

from each firm, either a senior manager or a member of the board of directors, was selected to partic­ipate. Respondents 

were chosen based on their ability to provide informed insights into their firm's decision-making processes. 

Table A1 in the appendix provides a detailed overview of the specific modifications made to the questionnaire. To gather 

data, the authors, with support from industrial zone management boards in Dong Nai, Binh Duong, and Ho Chi Minh City, 

accessed a list of 800 potential firms. Between November 2023 and April 2024, a random sample of 450 firms was selected, 

yielding 289 valid responses for analysis. 

1.2.    Measurement 
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A five-point Likert scale (from1= strongly disagree to 5 = strongly agree) was used to evaluate all constructs. The 

questionnaire items were adapted from previous studies. The first section collected demographic data (industry type, job 

title, firm age, number of employees), while the second covered the constructs and their measurement items. 

 

 

Figure 1. The research model, Source: Authors' own work. 

 

First, social capital was built as a second-order construct, including SSC, RSC and CSC was adapted from a previous study 

(Allameh, 2018). Second, DC were built as a second-order construct (Farzaneh et al., 2022). Third, GS with a four-item 

scale was adapted from Hasan et al. (2021). Fourth, OI considered as a second-order construct included IOI and OOI, 

measured by an eleven-item scale adapted from prior studies (Annamalah et al., 2023; Carrasco-Carvajal et al., 2023). 

Business per­formance was measured by a four-item scale adapted from previous studies (Truong et al., 2024; Truong and 

Nguyen, 2024). Table A1 in the Appendix describes the measurement of all variables. 

1.3.    Method 

The data was analyzed, and the research model was evaluated using Partial Least Squares-Structural Equation Modeling 

(PLS-SEM). PLS- SEM is a statistical method that combines principal component anal­ysis and ordinary least squares 

regression to evaluate partial model structures based on variance (Hair et al., 2020). PLS-SEM is useful for confirming 

connections in the proposed  

theoretical model and investi­gating causal relationships between multiple factors. It prioritizes the acceptance or rejection 

of hypotheses and follows validation standards. 

1.      Results 

1.1.    Demographic characteristics 

Regarding to the sample for this study comprises 289 respondents from various companies from the 42 observed variables 

in the model construction of this paper. When considering the number of employees, the sample includes a diverse range of 

company sizes. This demographic distribution provides a comprehensive view of the varied organizational characteristics 

within the sample, as summarized in Table 1. 

1.2.    Common method bias 

The methodology used in this study may introduce the risk of com­mon method bias (CMB) due to the influence of 

questionnaire in­structions and social desirability on respondents' answers, potentially leading to shared variance among 

indicators (Kock, 2015). Full collin­earity variance inflation factors (FCVIFs) are effective in detecting CMB, even in 

models that meet standard criteria for convergent and discrim­inant validity through confirmatory factor analysis. A model 
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is consid­ered free from CMB if all FCVIFs from a full collinearity test are 3.3 or below (Kock, 2015)As indicated in Table 

2, the FCVIFs for all latent constructs are below the 3.3 threshold, suggesting that CMB does not impact the collected data.  

1.3.    Validity and reliability 

The initial test results, shown in Table 2, confirm the reliability and convergent validity of the constructs. Convergent and 

discriminant validities were evaluated using multitrait-multimethod matrix analyses (Lucas et al., 1996). Convergent 

validity indicates that measures of a construct should be related, while discriminant validity shows that different constructs 

should not be related. Confirmatory factor analysis indicated significant validity, as all item factor cross-loadings exceeded 

the 0.7 threshold. Reliability was assessed using Cronbach's alpha and composite reliability (CR), both of which should be 

above 0.70 (Hair et al., 2020). Table 2 shows Cronbach's alpha values are well above the threshold. All variables 

demonstrated convergent validity with Average 

Table 1 

Characteristics of the respondents. 

Characteristics 

(N=289) 

  Number Percentage (%) 

Type of industry Services - Trading 94 33% 

  Manufacturing 195 67% 

Job title Board of directors 89 31 % 

  Managers 200 69 % 

Firm age 5-10 years 80 28 % 

  11-15 years 68 24 % 

  More than 15 

years 

141 49 % 

Number of 

employees Less 100 12 4% 

  101-200 15 5% 

  201-300 32 11 % 

  301-400 45 16% 

  401-500 94 33 % 

  More than 500 91 31 % 

Source: Authors' own work 

Variance Extracted (AVE) values above 0.5, confirming the constructs' validity. 

Discriminant validity was established using the heterotrait­monotrait ratio (HTMT), with values below 0.85, meeting the 

criteria (Sarstedt et al., 2014). Table 3 reports these findings, verifying that all indicators are valid and satisfy both 

convergent and discriminant val­idity requirements. 

1.4.    Hypothesis testing 

Table 4 presents the hypothesis testing results. A hypothesis is deemed valid if the p-value is equal to or less than 0.05 or if 

the accompanying t-value is more than 1.96. Otherwise, it is considered invalid and rejected. All hypotheses are supported. 

1.5.    Mediation effect 

In examining the particular indirect effect and relying on the direct support of H1, we tested mediation to determine whether 

DC mediated the relationship between SC and business performance. The findings show a significant positive correlation 

with B = 0.112 and a p-value of 0.009. Moreover, the mediation effect of OI reveals that SC is signifi­cantly associated with 

GS (B = 0.209, p-value = 0.000), whereas the impact of SC on business performance through the mediation effect of OI was 

not found (B = 0.028, p-value = 0.380). Finally, GS partially me­diates the link between OI and business performance (B = 

0.157, p-value = 0.000). 
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1.6.    Discussions 

Investigating 289 respondents from various companies in Vietnam, this study offers significant insights into the relationships 

between social capital, dynamic capabilities, open innovation, government support, and business performance. These factors 

ultimately result in more effective business outcomes. The SCT explains how social capital­—comprising relational, 

structural, and cognitive dimen­sions—functions within organizations. GS allows businesses to overcome their lack of 

funding and resources, leading to faster devel­opment and better commercial outcomes (Akintimehin et al., 2019; 

Annamalah et al., 2023; Nahapiet and Ghoshal, 1998; Ozanne et al., 2022). 

First, SC has a significant positive direct effect on DC (supporting H1). This result underscores the importance of social 

capital in fostering dynamic capabilities within organizations. The strong social networks and relationships that constitute 

social capital likely enhance the ability of organizations to adapt, innovate, and respond to changes in the business 

environment. These capabilities include learning, reconfigu­ration, and integration (Fainshmidt and Frazier, 2017; Martinelli 

et al., 2018; Teece et al., 1997; Zhang et al., 2023). Moreover, the indirect effect of SC on business performance through 

dynamic capabilities is significant. This finding highlights that DC are an essential mechanism through which SC enhances 

business performance. Organizations with strong SC can better develop and leverage DC, thereby improving their business 

performance. 

Second, the study confirms the positive direct effect of social capital (SC) on open innovation (OI), supporting H2. This 

finding is consistent with prior research (Alshahrani et al., 2024; Annamalah et al., 2023; Ju, 2023; Roh et al., 2021), 

which emphasizes the pivotal role of SC in fostering OI. Organizations with strong SC are better equipped to leverage 

external knowledge and collaborate with partners, which are essential components of open innovation. Moreover, SC 

positively in­fluences government support (GS) through OI, as firms engaged in OI tend to attract greater government 

backing. However, the indirect effect of SC on business performance through OI is not significant (as shown in Table 5). 

This suggests that while social capital (SC) facilitates open innovation (OI), the relationship between OI and business 

performance 

 

Construct                  Code Mean SD Loading 

(> 0.7) 

Alpha 

(> 0.7) 

CR AVE FCVIF 

(>0.7) (>0.5) (<3.3) 

Social Capital (second-order construct)               

Cognitive Social Capital (CSC)       0.864 0.908 0.711 2.431 

CSC1 3.913 0.778 0.808         

CSC2 3.758 0.796 0.853         

CSC3 3.945 0.756 0.868         

CSC4 3.975 0.757 0.843         

Relational Social Capital (RSC)       0.907 0.935 0.782 2.274 

RSC1 4.121 0.717 0.864         

RSC2 4.066 0.695 0.903 
        

RSC3 4.097 0.699 0.900         

RSC4 4.069 0.693 0.870         

Structural Social Capital (SSC)       0.873 0.913 0.726 2.064 
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SSC1 4.136 0.712 0.792         

SSC2 3.945 0.674 0.898         

SSC3 3.927 0.680 0.873         

SSC4 3.986 0.681 0.841         

Business Performance (BP)       0.884 0.915 0.682 1.103 

BP1 4.083 0.762 0.802         

BP2 4.163 0.724 0.844         

BP3 4.152 0.728 0.848         

BP4 4.080 0.765 0.845         

BP5 4.055 0.783 0.788         

Government Support (GS)       0.929 0.950 0.825 1.354 

GS1 3.761 0.901 0.871         

GS2 3.813 0.852 0.921         

GS3 3.841 0.837 0.932         

GS4 3.844 0.840 0.909         

 

 

Integrating Capability (IC)       0.850 0.909 0.770 1.296 

IC1 3.837 0.788 0.881         

IC2 3.862 0.786 0.902         

IC3 3.938 0.782 0.849         

Learning Capability (LC)       0.839 0.892 0.675 1.373 

LC1 4.031 0.722 0.775         

LC2 3.931 0.745 0.814         

LC3 3.917 0.811 0.848         

LC4 3.768 0.839 0.846         

Reconfiguration Capability (RC)       0.830 0.898 0.746 1.143 

RC1 4.024 0.764 0.845         

RC2 3.903 0.714 0.899         

RC3 3.907 0.745 0.846         

Open Innovation (second-order construct) 

Inbound Open Innovation (IOI) 

      

0.906 0.928 0.682 1.550 

IOI1 3.952 0.756 0.807         

IOI2 3.882 0.832 0.850         

IOI3 3.879 0.786 0.847         

IOI4 3.893 0.784 0.861         

IOI5 3.696 0.830 0.828         

IOI6 3.765 0.828 0.758         

Outbound Open Innovation (OOI)       0.897 0.924 0.709 1.559 

OOI1 3.806 0.818 0.809         

OOI2 3.806 0.838 0.868         

OOI3 3.844 0.836 0.898         

OOI4 3.875 0.806 0.827 

        

OOI5 3.869 0.842 0.802         

Source: Authors own work. 

 

(H6) may be more complex than initially understood. It likely involves other mediating factors, such as cultural factors or 

capabilities that were not fully captured in this study beyond those already considered in the model. 

Furthermore, while OI significantly influences government support (GS), its direct effect on business performance is found to 

be significant but relatively weaker compared to the indirect effect through GS (B = 0.473, p < 0.001). This finding indicates 

that the impact of OI on per­formance may manifest primarily through its ability to secure essential resources like funding and 

infrastructure from government initiatives, rather than directly improving performance. In emerging markets like Vietnam, 

where firms often face constraints such as limited absorptive capacity (Truong and Nguyen, 2024), the immediate gains from 

OI may be restricted. 

Third, the study confirms that dynamic capabilities positively impact business performance (supporting H3). This relationship 

underscores the critical role of DC in driving organizational success. This finding emphasizes the importance of investing in  

and nurturing DC as a means of achieving sustained competitive advantage (Eikelenboom and de Jong, 2019; Protogerou et 
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al., 2012; Teece, 2007). Furthermore, the direct effect of OI on business performance is also significant, high­lighting the 

importance of innovative practices in driving organizational success. OI, which involves leveraging external knowledge and 

collab­orating with external partners, can lead to the development of new 

Table 3 HTMT ratio and Fornell-Larcker criteria. 

Variables BP CSC GS IOI IC LC OOI RC RSC SSC 

BP                     

CSC 0.345                   

GS 0.455 0.316                 

IOI 0.334 0.446 0.505               

IC 0.340 0.611 0.331 0.534             

LC 0.377 0.665 0.387 0.537 0.758           

OOI 0.320 0.469 0.418 0.674 0.470 0.433         

RC 0.331 0.549 0.334 0.566 0.784 0.633 0.383       

RSC 0.404 0.771 0.256 0.313 0.412 0.544 0.411 0.405     

SSC 0.371 0.719 0.264 0.343 0.399 0.541 0.421 0.373 0.832   

Fornell-Lacker criteria 

Variables BP CSC GS IOI IC LC OOI RC RSC SSC 

BP 0.826                   

CSC 0.304 0.843                 

GS 0.433 0.284 0.908               

IOI 0.304 0.396 0.463 0.826             

IC 0.298 0.524 0.295 0.468 0.878           

LC 0.323 0.565 0.340 0.470 0.644 0.821         

OOI 0.288 0.412 0.381 0.617 0.413 0.379 0.842       

RC 0.286 0.462 0.293 0.490 0.661 0.532 0.332 0.864     

RSC 0.360 0.684 0.235 0.284 0.363 0.474 0.369 0.352 0.884   

SSC 0.324 0.626 0.239 0.306 0.345 0.461 0.370 0.319 0.740 0.8

5 

Notes: Business performance (BP), Cognitive Social Capital (CSC), Relational Social Capital (RSC), Structural Social Capital (SSC), Government 

Support (GS), Inte­grating Capability (IC), Learning Capability (LC), Reconfiguration Capability (RC), Inbound Open Innovation (IOI), Outbound 

Open Innovation (OOI) Source: Authors' own work 

Table 4 

Hypothesis testing results. 

Hypothesis Estimates 

(B) 

T- values P- values Result 

H1 Social Capital Dynamic 

capabilities 

0.556 11,083 0.000 Supported 

H2 Social Capital Open 

Innovation 

0.442 7.788 0.000 Supported 

H3 
Dynamic capabilities 

Business Performance 

0.197 2828 0.005 Supported 

H4 Open Innovation Government 

Support 

0.473 8.992 0.000 Supported 

H5 Government Support 

Business Performance 

0.331 4.491 0.000 Supported 

H6 Open Innovation Business 

Performance 

0.221 3.287 0.001 Supported 

Source: Authors' own work 

  

Table 5 

Mediating effects. 

Specific Indirect Effects Type B P- values Remark 

H1. Social Capital Dynamic 

capabilities 

Direct 0.556 0.005 Supported 

Social Capital Dynamic capabilities 

Business Performance 

Indirect 0.112 0.009 Complementary 

H2. Social Capital Open 

Innovation 

Direct 0.442 0.003 Supported 
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Social Capital Open 

Innovation Business 

Performance 

Indirect 0.028 0.380 Unsupported 

Social Capital Open 

Innovation Government 

Support 

Indirect 0.209 0.000 Complementary 

H4. Open Innovation Government 

Support 

Direct 0.473 0.000 Supported 

Open Innovation Indirect 0.157 0.000 Complementary 

Government Support Business Performance 

Source: Authors' own work products, services, and processes that enhance business performance (Carrasco-Carvajal et al., 2023; 

Popa et al., 2017; Singh et al., 2021; Torres de Oliveira et al., 2022). 

Fourth, the study confirms that open innovation (OI) has a significant positive effect on government support, supporting H4. 

Firms that engage in OI by collaborating with external partners and sharing knowledge align with government policies focused 

on fostering innovation and economic growth. Governments often prioritize supporting these firms by providing critical 

resources, financial aid, and infrastructure (Cano-Kollmann et al., 2017; Chesbrough and Bogers, 2014; Jugend et al., 2018, 

2020). While government support is an external factor, it is not entirely beyond a firm 's control. Firms can actively position 

them­selves to benefit from government programs by aligning their innovation activities with public policy objectives. 

Therefore, although government support originates externally, firms can influence the extent of support they receive. 

Moreover, the indirect effect of OI on business performance through government support is significant. This finding suggests 

that government support is a vital intermediary through which OI contrib­utes to business performance. Firms that engage in 

OI are more likely to receive government support, which in turn enhances their business performance. 

Finally, the study finds that government support has a significant positive effect on business performance, supporting H5. 

Although gov­ernment support is an external factor, firms can strategically align their internal capabilities, such as dynamic 

capabilities and innovation ef­forts, with the opportunities provided by this support to enhance their performance. While firms 

do not directly control government support, they can actively adjust their internal processes to make the most of the resources 

and infrastructure that government initiatives offer. In this context, government support acts not as a controllable variable but 

as a facilitator that amplifies the impact of a firm 's internal resources on performance. This finding suggests that, while 

government support is external, firms can still optimize its benefits by integrating it into their strategic planning, thus indirectly 

enhancing their ability to leverage internal capabilities. By creating a favorable environment for innovation and business 

growth, government support plays a vital enabling role in driving improved business outcomes (Hasan et al., 2021; Jugend et 

al., 2018; Mai et al., 2024). 

1.      Conclusions, contributions and limitations 

1.1.    Conclusions 

This study provides fresh insights into how the combined forces of social capital, dynamic capabilities, open innovation, and 

government support drive business performance. The research extends the resource­based view and dynamic capabilities 

theory by demonstrating that so­cial capital fosters both open innovation and dynamic capabilities, enabling firms to adapt 

better, innovate, and respond to changing market conditions. It also contributes to institutional theory by high­lighting the  

critical role of government support as a mediator, ampli­fying the benefits of open innovation, particularly in emerging markets 

like Vietnam. The findings confirm that dynamic capabilities exert the strongest direct influence on business performance, 

underscoring the importance of building internal capabilities to sustain competitive advantage. Although open  

innovation also contributes directly to per­formance, its impact is most significant when firms can leverage gov­ernment 

support, which provides essential resources such as funding and infrastructure. Moreover, social capital is pivota l in promoting 

both dynamic capabilities and open innovation, creating the relational net­works necessary for innovation and adaptability. 

However, the indirect effect of social capital on business performance through open innovation is more complex and limited, 

suggesting that open innovation alone may not be sufficient to drive performance without the support of dynamic capabilities 

and government resources. 

1.1.    Theoretical contributions 

This study makes several contributions to the development of social capital theory by exploring its relationship with business 

performance in connection with DC, OI, and GS in the context of Vietnam. The findings clarify how social capital facilitates 
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innovation through social connec­tions, trust, and shared norms, enhances dynamic market capabilities, and drives business 

success. 

First, the research extends the understanding of dynamic capabilities by emphasizing their complementary role in the 

relationship between social capital and business performance. DC emerges as a critical mechanism through which firms 

leverage SC to gain a competitive advantage and improve performance in rapidly changing business environments. 

Second, the study contributes to OI literature by demonstrating the direct impact of SC on OI and the critical link between OI 

and GS. It also uncovers the indirect pathways through which OI connects SC and GS, offering valuable insights for 

government bodies aiming to harness open innovation strategies to boost competitiveness and innovation capacity.  

Finally, the research provides empirical evidence of the direct effect of OI on GS and its subsequent positive impact on business 

performance. These findings highlight the importance of supportive government policies in fostering innovation ecosystems 

and driving economic development. Policymakers can use these insights to design and imple­ment effective innovation policies 

that promote collaboration, knowl­edge exchange, and investment in innovation activities. 

1.2.    Practical implications 

By leveraging SC, fostering DC, embracing OI, and aligning with a supportive government, businesses can enhance their 

innovation ca­pacity and competitiveness, driving sustained growth in Vietnam 's dy­namic business environment. 

First, nurturing social capital is crucial. This can be achieved by creating collaborative environments, encouraging networking, 

and promoting a culture of knowledge-sharing among employees. Strong SC fosters organizational resilience, facilitates the 

exchange of ideas, and supports cohesive teamwork, which in turn drives innovation. 

Second, firms should invest in DC to respond effectively to changing market conditions and seize emerging opportunities. 

Building DC in­volves fostering continuous learning, encouraging agility in decision­making, and promoting experimentation. 

This allows firms to navigate disruptions, innovate, and maintain a competitive advantage. 

Third, embracing OI enables firms to tap into external knowledge and collaborate with industry partners. Establishing strategic 

partner­ships, participating in innovation ecosystems, and utilizing digital platforms for collaboration are essential. OI 

accelerates innovation, re­duces time-to-market, and strengthens competitive positioning. More­over, engaging with 

government initiatives supporting innovation and economic growth is essential. Active participation in industry consul­tations, 

advocating favorable policies, and collaborating with govern­ment agencies and research institutions can provide businesses 

with access to funding, regulatory support, and infrastructure, all of which are vital for fostering innovation and business 

growth. 

1.3.    Limitation and further study 

While this study offers valuable insights into the relationships among social capital (SC), dynamic capabilities (DC), open 

innovation (OI), and government support (GS), it has several limitations. First, the reliance on self-reported data introduces 

potential response bias, as participants may overestimate their firms ' capabilities or performance. Second, the sample is limited 

to firms in manufacturing and service-trading sectors within Vietnam, which may not fully represent other industries, 

particularly high-tech sectors such as information technology or advanced manufacturing. These sectors may experience 

different inno­vation processes, regulatory pressures, and cultural dynamics that are not fully captured in this study. 

Additionally, cultural factors specific to Vietnam, such as a reliance on informal networks and relationship-based business 

practices, may limit the generalizability of the findings to other countries or regions with different cultural norms and business 

environments. 

To improve the generalizability of the findings, future research should adopt longitudinal designs and random sampling from 

a wider range of industries, including high-tech sectors and firms from different cultural backgrounds. Investigating how the 

relationships between SC, DC, OI, GS, and business performance vary across industries and cultural contexts will offer a more  

comprehensive understanding of these dy­namics. Moreover, future studies should explore the role of absorptive capacity, 

external regulatory factors, and cultural influences as media­tors or moderators of these relationships. This broader approach 

would deepen theoretical insights and enhance the practical implications for businesses and policymakers, particularly in 

emerging markets. 
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Table A1 Measurement items 

Construction (Source) Code Measurement Modification 

Social capital (SC) (Allameh, 

2018) Structural social capital SSC1 In my organization, I have a very good relationship with my colleagues.  No change 

  SSC2 My colleagues know what knowledge I have at my disposal. Major 

modification 

  SSC3 I know what knowledge could be relevant to which colleague. Major 

modification 

  SSC4 Within my organization, I know who has knowledge that is relevant to me at their disposal. Major 

modification 

Relational social capital RSC1 I feel connected to my colleagues.    

  RSC2 I know my colleagues will always try and help me out if I get into difficulties.  No change 

  RSC3 I can trust my colleagues to lend me a hand if I need it. Major 

modification 

  RSC4 I can rely on my colleagues when I need support in my work. No change 

Cognitive social capital CSC1 My colleagues and I always agree on what is important at work. Major 

modification 

  CSC2 My colleagues and I always share the same ambitions and vision at work. No change 

  CSC3 My colleagues and I are always enthusiastic about pursing the collective goals and missions of 

the whole organization.  

No change 

  CSC4 The culture and management style of our organization is very similar to ours. No change 

Dynamic capabilities  

Learning capability LC1 We are constantly learning within the organization. No change 

  LC2 In our company, the process of knowledge creation and development takes place according to the 

requirements of the units. 

Major 

modification 

  LC3 We are constantly setting up training teams. Major 

modification 

  LC4 We have ongoing cross-department training programs. Major 

modification 

Integrating capability IC1 Our company focuses on gathering customer information and discovering potential markets. No change 

  IC2 Our company utilizes the specialized services of other organizations in its management decisions. Major 

modification 

  IC3 Our company focuses on technologies related to the our industry to develop new products. Major 

modification 

Reconfiguration capability RC1 Our company focuses on reorganizing jobs and creating new job opportunities. Major 

modification 

  RC2 Our company reacts quickly to market changes. No change 

  RC3 Our company responds to its competitors in a timely manner. No change 

  RC4 We have effective and efficient communication with partner organizations.  No change 

 

Construction (Source) Code Measurement                                                                                                                                                                                              

 Modification 
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Government 

Support(Hasan et al., 

202 

) 

GS1    Digital transformation receives financial support from the government or relevant agencies.               No                                                                                                                                                             

 change 

GS2    The government issues relevant policies to promote digital transformation in enterprises.               No                                                                                                                                                             

 change 

GS3    Firms recognize that there is legal support for the application of digital transformation.               No                                                                                                                                                             

 change 

GS4    Existing laws and regulations are sufficient to protect enterprises in applying the digital transformation.               No                                                                                                                                                             

 change 

GS5    Digital transformation receives financial support from the government or relevant agencies.               No                                                                                                                                                             

 change 
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